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BUKOPUCTAHHSA BIPTYAJIbHOI JIABOPATOPII LABTAINERS
T MOJENOBAHHA MEPEXHUX ATAK | BPA3JINBOCTEN

Po3rnanyTo nuTaHHA BUKOPHCTaHHA BipTyansHoro cepegoBuwa Labtainers gna opranisayii naboparopHoro npakTukymy
B Npoyeci nigrotoBaeHHs AHCYMNNIH i3 Ki6ep6e3nexkn. Bukopucroyoun Bpaznusocti ARP-npotokony 6yno gocnigxexo
NPpHHYHNK T3 MeXaHi3mu cTeopenns ataku Tuny ARP-Spoofing, 3gilicHeno anania cyyacHux iHCTPYMEHTIB ANA (hopMmyBaHHA
Takoro Tuny atak. HaBegeHo nopiBHANbHI XapaKTePUCTHKK NOTPIGHOro o6nagHaHHA ANA Pi3HUK BaPiaHTiB ynopagKyBaHHA
JlabopaTopHoro cepefoBuLya 3 BHKOPHCTAHHAM (i3HYHOro 06nagHaHHs i BipTYanbHUK MaluHH.

3anpononoBaHo nepesarn BHKOPHCTaHHA KOHTeHHepH3ayii Ana po3ropTaHHd TeCTOBOro MepeXHOro cepegoBniya Ha 6asi
kouteiinepis Docker.

JAna pocnigmenns cepegosuwa Labtainers sk opranizayia naboparopHoro npakTukymy 6yno Bu6paHo naboparopHy po-
6oty 3 mogentoannsa ataku tuny ARP-Spoofing i ananizom mepexHoro Tpathiky 3acobamu mepexHoro cHighepa Wireshark.

Kniouosi cnoea: ARP-Spoofing; Labtainers; monentosanHs atak; ARP-npotokon.

Bemyn

ITocranoBka nmpooaemu. OcTaHHIMEU POKaMU KiTbKicTh KiGep3JI0UMHIB OCTifIHO 3pOocTae i CbOroHI CTAHOBUTD
3HAUHY 3arpo3y HAIIIOMY CYCIiJbCTBY U eKoHOMIIi. Tako:k BHaCHioK GiHaHCOBOTO IIaxpaiicTa Aemasi 30iab-
HIYEThCA KiTbKiCTh 3arpo3 111010 IePCOHATBHUX JaHUX Ta KOHMiAeHIiHOCTI KJIieHTiB, 0COBJIMBO JITHIX JIOHeH.

Or:Ke, 32 TAKUX YMOB I'OCTPO IIOCTAE MMATAHHS HAABHOCTI creliaiicTiB i3 Kibepbes3neKu, a TAKOK METOIUK
ix migrorosku. KinbKicTh AucHiumIiz, moB’ A3aHUX i3 KiOepOes3neKoo, CTPiMKO 301 IbIITYEThCA K Y 3aKaagax
npodecifiHo-TexHiUHNX, TaK i B 3aKJaagax BuInoi ocsitu. IliazroryBanua MaiidyTHiIX cmeriaricTiB i3 kiGepbes-
eKU € TOJIOBHUM IPiopHUTEeTOM HallioHAJIbHOI 6e3meKH, (hiHaucoBoi cTabiIbHOCTI Ta eKOHOMIUHOTO PO3BUTKY.

Haii6iabI BiJoM0OI0 aTaK00 Ha MEePeXKHi pecypcH 3 ITepexoIlieHHAM Tpadiky MisK BysaaMu MepesKki € aTaka
nix HasBow ARP-Spoofing (ARP-cuydinr).

AmHanxis ocraHHIX HocaigkeHb. 361IbITeHHA KiJIbKOCTI aTaK MoTpebye MOCTiHHOTO BAOCKOHATEHHA METOIiB
3aXWCTY, a TAKOK J00pe HaBUYEHOT'0 IIEPCOHAITY, II0 a€ 3MOTY 3BECTH 10 MiHIMyMy Yac pearyBaHHA 3 MOMEHTY
BUABJIEHHS aTaku. [{J1s po3B’si3aHHA TAKOTO 3aBIAHHS MOTPiOHO MaTyU MOKJINBICTHL MOJENIOBATHA aTaKu i Ha-
BYATH METOZaM pearyBaHHsd Ha HuX [1]. o ) onine 2

Ona momenioBauHsa ataku tuny ARP-Spoo- 7 122')12201027;4 Banking >
fing i3 BUKOpHUCTAaHHAM KOMII IOTEPHOI TeXHi- D >
KU MOTPiOHO AK MiHIMyM TpM HepPCOHATBHUX
IIK, mo mocuTh BUTPATHO 3 (PiHAHCOBOTO IIO-
raany (puc. 1) [2]. fAxmio K 3acTocoByBaTH
BipTyaJbHiI MaIlIMHU, TO HA OJHOMY XOCTi ITO-
TPi6GHO PO3TOPHYTHU NPUHANMHI TpU 3 HUX. 3a
TAKOT0 IiJXOQy XOCTOBa MalllMHA Ma€ MaTu
3HAUHUHN 00CAT mam’ATi, MOTYKHUI IIPOITEcop
i mocuThb MicTKM# KopcTKuit auck. OcKinbki
MOJIeJIIOBaHHSA aTaK IOTPiOHO BUKOHYBATH ¥
MePEeKHOMY CEepelOBHUIIi, TO CJif TAKOXK Ha-
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TyaJIbHUX MaIliuH. Po3MillleHHA Ha XOCTOBil L
MalllUHi ToHAaJ TPU BipTyanabHi MalllUHU, AKUM Puc. 1. Atraka ARP-Spoofing

TOTPiObHA BHYTPIIITHA Meperka, yiKe € O0TAKINBUM 3aBIAHHAM JJIS CTYAEeHTiB i BuMarae JogaTKOBOIO Yacy Ha
pO3TrOpTaHHA i HAJAITyBaHHA Takol Mepexxi [3].

ITocranoBka 3agaui. [Ipoananisysatu merogu ataku tuny ARP-Spoofing. TocaiguTi MoKJIUBOCTI cepeno-
Bumia Labtainers masa opramisairii jabopaTopHOTO MPaKTUKYMy 3 KibepOesmexku. BuKoHATH MOAETIOBAHHS
aTaku Takoro Tuny Ha nmpukJiani Labtainers Koueiinepis aasa sadbopaTopaoi po6otur ARP-Spoofing.
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OcHoéHa wacmuHa

ARP-cuydinr € pisaosugom araku Tury MITM, aia AKoi BUKOPUCTOBYIOTh Baau mpoTokonry ARP. Mexa-
Hi3M aTaKu 3aCHOBAHO Ha MOXKJIMBOCTI IEPEXOIIEHHA 3JIOBMUCHUKOM IIUPoKoMoBHOTO ARP-3anmuty Bif Ko-
pucryBaua, Ha IKUI BiH BificuJiae BiAIOBiAb IpO Te, II[0 BiH € TUM CAMUM BY3JI0M, KOTPHH IIOTPi0EH KOPUCTY-
Bauy (3a3Buuail 1me 1103 a60 MapiipyrusaTop). Ilicia mporo 3JIOBMUCHUK Oyae KOHTPOJIIOBATH Bech Tpadik,
AKUHM KOPUCTYBaU aJpecyBaTuMe IILII03Y, i HaBmaku. Take cTae MOKJIUBUM, OCKiJIbKU B IpoTOKoJi ARP He
nepeabaueHa MOKJINBICTh TepeBipeHHA aBTEeHTUYHOCTI Tpadiky Mixk Byssamu Mepesxi [4].

Hanpukaan, snomucHuxk (By3os C) xoue nepexonutu Tpadik BysmiB Ai B. [Ina Bukonanua ARP-conydinry
noTpibHo, 1106 MAC-agpeca 3imoBmucHuKa O0yaa nmponucana B ARP-rabauii BysiniB A i B. [lya mporo Bysoa C
BigmpaBisge ARP-BiamosBizi (6e3 oTpuMaHHSA 3aTIUTIB):

e By3ny A 3 IP-agpecoto Byssna B i MAC-agpecoio Bysia C;

e By3ay B 3 IP-agpecoio Bysna A i MAC-agpecoio Bysia C.

Bysau A i B sminioors cBoi ARP-ra6iuiti, sanucyioun B Hux 3amicts MAC-aapec komn’oTepis B i A miz-
miny y Buraani MAC-agpecu komm’torepa C.

Braciimok 1boro By30Ja A i yac mepegaBaHHA MakeTy By3ay B sHaxoauTh B ARP-rabautii samicts MAC-
anpecu By3aa B MAC-agpecy Bysaa C i Bignpasise oMy maket mJs BysJya B. BigmpaBaenuir Ha mpo MAC-
aZpecy makeT HaAXOAUTh A0 Byaia C 3aMiCTh CIIpaB:KHBOTO ofleps;KyBaua (Bysaa B). Ilicaa msoro By3oJ C Bin-
mpaBJide MaKkeT By3ay B. Anajsoriuno Big0yBaeThCs i mepegaBaHHA 3BOPOTHUX ITaKeTiB Bijg Byssa B By3ny A.
VYBech Tpadik B 00muaBa 00KU IepexoInaioe By30J1 C.

1106 3xificHuT; aTaKky B MepeiKi, OTpiOHO BiAKPUTH i BUKOPUCTOBYBATHU NaJli iHCTPYMEHTU TaKUX TUIiB:

e ARPoison — incTpymeHnT KomaugHoro pagka qias UNIX-cucrem [5];

o dsniff — gna coypunry ARP a6o DNS; dsniff — 1e Habip iHCTpyMeHTIB AJId MePesKHOTO ayJUTy Ta TeC-
TyBaHHA Ha npoHuKkHeHHA; dsniff, filesnarf, mailsnarf, msgsnarf, urlsnarf i webspy macusHo BificTe€KYIOTH
Mepe)Ky Ha HaABHICTh BiATTOBIAHUX AaHUX (TIapoJi, eJIeKTPOHHA IOIITa, (haiiau Toiro) [6];

e Ettercap — 3a samoBuyBaHHAM € cepen BOygoBaHux iHcTpyMmeHTiB B OC Kali Linux Ta iHmux guctpuby-
TUBaX aHaJOTiuHOTO HATIpaAMY [ 7];

e Arpspoof — 11e momepenHb0 BcTaHoBIeHa yruiaitTa Kali Linux, Aka mae amory BuaydaTtu Tpadik mo Bubpa-
HOI BaMU MaIINHU 3 KOMYTOBaHOI JIoOKaabHOI Mepeski [8].

Labtainers mpusnaueno AJs1 pO3ropTaHHs HAJIAIITOBaHUX KOHTeHepiB Docker i Mae HM3KY mepeBar y mpo-
meci 3acrocyBauHusa. s qocaimkenua Bukopuctanua ARP-ciydiHry sk 3aco0y nepexomneHHA Tpadiky Jo-
KaJabHOI Mepeski B cepegoBuiri Labtainers BukopucToByBaTHIMEMO TOIIOJIOTII0 KOHTEHHEPiB A1 1abopaToOpHOI
po6otu ARP-cnydinry. CnouaTKy BiIKPHUEMO CIMCOK AOCTYIHUX JIabopaTOPHUX PoOiT i BuGepeMo moTpioHY
poboty 3i crucky. BigKpuioThes KijibKa BIKOH TepMiHAJiB 3aIllyIieHUX KOHTENHepiB, i3 AKMMU IpaIfoBaTH-
MeMO JaJIi.

Hacamnepen BuKOHAaEMO KOH(DIrypyBaHHSA MeperKi.
s nocaimxenua sactocyBanua ARP-ciiydinry ckopuc-
. TaEMOCsS YOTUPMA 00’ € THAHUMU B MEPEKY BipTyaabHUMU
IP: 172.25.0.2 IP: 172.25.0.3 KoM’ rorepamu (KoHTeliHepamu cepeposuiria Labtainers),
MAC: aa:abiac:ad:00:02 MAC: aa:ab:ac:ad:00:03 AK ITOKa3aHo Ha puc. 1, KOTpuil iMocTpye 3amaHoBaHUH
MoTiK TpadiKy Misk KOMII’I0TEpOM KOpPHCTyBaua Ta Bed-
cepsepoMm uepes Gateway.Labtainers (puc. 2).

Ha xomm’toTepi 3710BMHUCHIUKA BCTAHOBJIEHO iHCTPY-
MEeHTH [Jisd aTaku arpspoof Ta iHCTpyMeHT AJ1s MOHITO-

Gateway Webserver

IP: 172.25.0.4
MAC: aa:ab:ac:ad:00:04 punry tpadiky Wireshark. Kommn’rorep 3m0BMuUCHUKA

Puc. 2. lllnax tpadiky B Mepeski 63 3JI0BMHUCHUKA Mae OyTHM HaJIAIITOBAHO IJis IepecuJaHHsA uepes cede

orpuManux IP-makeriB, mMpusHaYeHUX iHIIIUM BYy3Jam

(puc. 3).

Gateway Webserver Mu mozkemMo HaJAIITyBaTU Iie IepecuJaHHs, BUKO-
HaBIIX KOMAaHAY Ha BY3Ji 3JI0BMUCHUKA IJA (opBap-

IP: 172.25.0.3 IP: 172.35.0.3 . . .

MACT s B 00:03 IWHTY IaKeTiB Big KopucTyBaua o0 cepBepa i HaBOmaxku
(puc. 4). ITe moTpi6HO AJIsT TOTO, 1100 ITi[T YaC BUKOHAHHSA

IP: 172.25.0.2
MAC: aa:ab:ac:ad:00:02

Attacker

T —

~$ ctl net.ipv4.conf.all.forwarding
L.forwarding = 1
er:~$ wireshark -ki ethe

1P: 172.25.0.4
MAC: aa:ab:ac:ad:00:04

Puc. 3. lllnax rpadiky micaa ininianisanii opsBapauary Puc. 4. Sanyck (popBapaAuHTy TaKeTiB HA MepeKHiN KapTi
maKerTiB 3JI0BMUCHHKA
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{ } €AUHOI HaLiOHANbHOI cuCcTeMM 3B’ A3Ky

aTaKM KOPUCTYBad He BTPATUB 3B’ sI30K i3 cepBepoM, a OT:Ke, MalllnHa 3JIOBMACHUKA IIepecuJaTUMe Bechb Tpa-
dik uepes cebde:

sysctl net.ipv4.conf.all.forwarding

ITorim Ha MepexHOMY iHTepderiici ethO MamImHM 3JT0BMUCHUKA M5 IEPEBIiPKU IIPOIIECY CIOCTEPEIKeHHA 3a
tpadirom y mepesxi (puc. 5) sanyckaemo Wireshark Komamgomo

-wireshark -ki ethO

V¥ Bikui Wireshark ma maImmmii 3TOBMUCHUKA pee-
ctpyeMo Tpadik y HaIIill Mepeki 3 KoHeTeiiHepamMu
(muB. puc. 5).

file Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
maoe R T Q @ % F QQ Q-
LIE B3+

Destination

Protocol Lengtt info

ubuntu@user: ~

2 12.355759824 172.25.0.101 224.0.0.251 MONS 87 Standard quer

File Edit View Search Terminal Help

3 31.576577939 fed0: ‘)31} 33f1:feo. 1102::2 ICMPVE 70 Router Solici
4 65.564579399 : - 1102::1b MONS 107 Standard quer: ubuntu@user:~$ wget 172.35.6.3
S 67.210178349 fe80: :oav: 33ff:fe9. 02::b MONS 107 Standard quer’ --2023-61-36 1 03-- http://172.35.0.3/
6 240.539412226 fo0:-983-33¢f- fod. £f02::2 1PV 70 Router Solici Connecting to 5.0.3:80... connected.
7 272.677255686 172.25.0.101 224.0.0.251 VONS 87 Standard quer HTTP request sent, awaiting response... 200 OK
Length: 968 [text/html]
Saving to: 'index.html'
100%[ ==
»
2023-01-30 18:26:03 (190 MB/s) - 'index.html' saved [908/968
t Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface etho, 1d ¢ ¢ /) = L / ]
+ Ethernet II, Src: 22:ab:ac:ad:00:02 (3a:ab:ac:ad:00:02), Dst: Broadcast (ff:ff:ff:ff ff:ff

ubuntuguser:~S i

+ Address Resolution Protocol (request)

Puc. 5. Bikno mepe:xnoro ckanepa Wireshark Puc. 6. 3anuT KopucryBauya Ha CKauyBaHHS (hailiry

st mepeBipKu poOOTH HAJAIIITOBAHOI CUCTEMH Ha MAaIlIMHI KOPUCTyBaUya 3allyCKaEMO 3allUT [0 cepBepa Ha
cKauyBaHHA Qaitny (puc. 6), 6aunmo, 110 TPOIleC CKAaUyBaHHA YCIIIIITHO 3aBEPIIUBCS.

BuxkopucroByemo incTpymeHT arpspoof Ha KoMIT foTepi 3JIOBMUCHUKA, 11100 BUKOHATU miapooky ARP. Ilisa
IIBOT0 TOTPiOHO iHGiKyBaTH 00MABa KOMII IOTEPY — KOpPHCTyBaua Ta ILIio3y. OT:Ke, 3alIyCKaeMO IIPOTpamMy
arpspoof y 1BOX PidHUX BipTyaJabHUX TepMiHaJaxX y 3JIOBMUCHUKA (TPU TePMiHAIM HA MAIIIUHI 3JTOBMUCHUKA).

II106 BimcTe:xyBaTH maKeTH Bii KOpHCTyBada 40 MapIIpyTU3aTOpPa, HA IPYroMy TepMiHAJi 3JI0BMHCHUKA
(puc. 7) BUKOHYEMO KOMaHAYy opMaTy

sudo arpspoof -t <User IP> <gateway IP> :

sudo arpspoof -t 172.25.0.2 172.25.0.3

1106 BimcTe)KyBaTH MaKeTU Bifi MapIIPyTHU3aTOpa 10 KOPUCTYBaua, Ha TPEThOMY TepPMiHaJIi 3JIOBMUCHUKA
(puc. 8) BUKOHYEMO KOMaHAY (hopMaTy

sudo arpspoof -t <gateway IP> <User IP>

sudo arpspoof -t 172.25.0.3 172.25.0.2

ITicna sakiHueHHS MUX HaJAINITYBaHb MU BiKe MOKEMO crmocTepiratu miapobaenuit ARP-tpadik y Wire-
shark, sxio imimiroBaTu mporiec B3aemoii MisK KopucTyBaueM i cepBepoM.

IIpore mns saxomaenua Tpadiky HaM MOTPi6GHO IT0-
BEPHYTUCH A0 KOMII'I0Tepa KOPHUCTYBaya Ta IIOBTOPHO
3aBAaHTAKUTUTHU BEOCTOPIiHKY 3a JOIIOMOI'0OI0 KOMAaH-
o wget (puc. 9).

V Bixkui Wireshark mm mobaummo tpadix TCP.
Hamni, 3a morpebu, y Wireshark mu mo:xemo 3ymu-
HUTH 3aXOILIEHHS (YepBOHA KHOIIKA) i CKOPUCTATHU-
ca menio «®Paiin/36epertu», 1mob 36epertu Tpadik
y (aitni mig massoio sniff.pcapng y namomy momarii-
HbOMY KaTaJosi (/home/ubuntu).

IToTiMm BUKOHYEMO 3aIlyCK 3axXOIJIeHHA Tpadiky y
Wireshark, BizxpmBaemMo TepMmiHaJ KopucTyBada i
3IifiICHIOEMO 3aTIUT CTOPiHKY Ha cepBepi (auB. puc. 9)
KOMaHI010 (hopMaTy

wget <address of Webserver>

wget 172.35.0.3

Cnocrepiraemo ingikosauuit TCP-tpadik y BikHI
Wireshark (puc. 10).

3ynuHsemo 3axoiuieHHs Tpadiky y Wireshark i
36epiraemo 3axomaeHuH Tpadik IJId MOAATbIITIOTO aHAa-
Jaisy y daiiai sniff.pcapng y morpibHiit mam marmiri.

3YIUHAEMO KOPEKTHO POOOTY CUMYJISTOPa KOMaHI0I0

ubuntu@attacker: ~

File Edit View Search Terminal Tabs Help

ubuntu@attacker: ~ ubuntu@attacker: ~ x

ubuntu@attacker:~$ sudo arpspoof -t 172.25.0.2 172.25.0.

:ab:ac:ad:e :ab:ac:ad:0: 6 42: arp reply 172.25.0.3 is-at

6 42: arp reply .25.0.3 is-at

42: arp reply .25.0.3 is-at

6 42: arp reply 5 is-at

42: arp reply is-at

6 42: arp reply is-at

6 42: arp reply .25.0.3 is-at

6 42: arp reply .25.0.3 is-at

ubuntu@attacker: ~

ubuntu@attacker: ~

File Edit View Search Terminal Tabs Help

K17‘25031722507

Puc. 8. 3anyck arpspoof Ha Tperiii BKIagui

ubuntu@user:~$ wget 172.35.6.3

--2023-01-30 18:43:18-- http://172.35.0.3/
[Connecting to 172.35.0.3:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 968 [text/html]

saving to: 'index.html.1'

index.html.1 100%[= 1 908 --.-KB/s in 6s

2023-61-30 18:43:18 (113 MB/s) - 'index.html.1' saved [968/968]

ubuntu@user:~$

Puc. 9. 3anur Bix KopucryBaua 10 cepsepa
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E-ﬂo Edit View Go Capture Analyze Statistics Telephony Wireless TYools Help

4 B 2@ X0 QEedEF S _ = Q Q
LIE B3]+
[ Time Source Destination Protocol Lengtt Info

231 1035.3794914. 172.25.0.2 172.35.0.3 TCP 66 44400 - 80 |

233 1035.3847422.. 172.25.0.2 172.35.0.3 TCP 66 44400 - 80 |

235 1035.3847814.. 172.35.0.3 172.25.0.2 TCP 66 80 - 44400 |

237 1035.7629400.. 33:30:38C:3d:00:04 35:3D:8C:34:00:03 ARP 42 172,.25.0.2 %
238 1037.0450752.. aa:ab:ac:ad:00:04 aa:ab:ac:ad:00:02 ARP 42 172.25.0.3 1
239 1037.7632130.. 33:3b:ac:2d:00:04 33:3b:ac:ad:00:03 ARP 42 172.25.0.2 4
240 1039.0454250.. 23:3b:aC:3d:00:04 33:ab:ac:ad:00:02 ARP 42 172.25.0.3 1
241 1039.7634185.. aa:ab:ac:ad:00:04 a3:ab:ac:ad:00:03 ARP 42 172.25.0.2 1

»

+ Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface etho, id
+ Ethernet II, Src: 232:3b:ac:ad:00:02 (2a:ab:ac:ad:00:02), Dst: Broadcast (ff:ff:ff:ff:ff:f
+ Address Resolution Protocol (request)

Puc. 10. IndikoBanuii Tpadik Misk MaIIHHOI KOPHUCTyBaya i cepsepom

BigkpuBaemo 30epekenuii paiia sniff.pcapng aasa mogaabIioro aHamriay.

Bucnosxu

¥ crarTi 6ys0 3xiticHeHo aHai3 mpoTokoay ARP Ta Mmexanism Bukonauusa atraku Tuny ARP-Spoofing. Pos-
TJISHYTO BUKOHAHHSA J1a00paTopHOi poboTu 3acobamu cepemosuina Labtainers. s gocaigsxenus 6yJi0 B3sATO
JabopaTopHyY PoboTy 3 MomemoBaHHA aTaku Tuty ARP-cydinr i anmamisom mepeskHOro Tpadiky 3acobamu me-
pesxuoro cuidepa Wireshark. 3a pesyibraramMu TOCTiyKeHHI MOYKHA AifiTH BUCHOBKIB, 1110 3100y Ti pe3yJibTa-
TH HAOYHO JeMOHCTPYIOTh MexXaHisM aTaku Tunty ARP-cnydiHr, a BUKOpUCTaHHA IPOTPAMHOTO 3a0e3MeueHH T
Labtainers majso 3Mory iCTOTHO CKOPOTHUTH Uac Ha MiATOTOBKY JI0 IIPOBEIeHHA JIabopaTopHOi PoOOTH 3aBAAKHU
TOTOBUM IO PO3TOPTAaHHSA KOHTeHepaM i3 HaJalllTOBAHNMU MepPeKHUMH aJipecaMy i TOIIOJIOTiE0 MepeKi.
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Mpo6nemu po3BUTKY Ta BAOCKOHUNEHHS
{ CIOBO HAYKOBIY ) €AMHOI HaLIOHANIBHOI CUCTEMM 3B I3KY

0. Konovalov, L. Kharlai, L. Dakova
VIRTUAL MASHINE LABTAINERS FOR EMULATION NETWORK VULNERABILITIES

The number of cybercrimes is constantly increasing and currently poses a significant threat to our society and economy. There is
also a growing number of threats to our personal data, confidentiality, children, and the elderly due to financial fraud, which is why
cybersecurity specialists are in high demand across all industries.

In such circumstances, the question of the availability of cybersecurity specialists and their training methods. The number of disci-
plines related to cybersecurity is rapidly increasing in higher education institutions. The training of future cybersecurity specialists is a
top priority for our national security, financial stability, and economic development.

The article discusses the utilization of the Labtainers virtual environment for organizing lab sessions in cybersecurity disciplines. It
explores ARP protocol vulnerabilities, principles, and mechanisms behind ARP-Spoofing attacks. The analysis delves into existing tools
for executing such attacks. The article provides comparative equipment characteristics for setting up lab environments using physi-
cal hardware and virtual machines. It highlights the advantages of containerization for deploying test network environments based on
Dacker containers.

For investigating the Labtainers environment in organizing lab sessions, a lab exercise on simulating ARP-Spoofing attacks and ana-
lyzing network traffic using the Wireshark network sniffer was chosen. Labtainers offer over 50 cybersecurity lab exercises and tools
for creating custom ones. To perform these exercises on personal equipment, importing a virtual machine for VirtualBox hypervisor or
installing Labtainers on a Linux OS is necessary. Subsequently, configurations for specific lab work can be set up and exercises executed
according to instructions.

Labtainers is designed for deploying configured Docker containers, allowing the creation of complex network topologies even on
modest computers. It automates assessment, enables student performance evaluation, and facilitates lab work execution in an isolated
environment.

Students complete lab exercises entirely on their own computers, regardless of the Linux distribution and packages installed.
Labtainers operates on a virtual machine with Docker or on any Linux distribution with Docker installed. Additionally, Labtainers’ lab
exercises are available as cloud-based virtual machines, such as on Azure.

Keywords: ARP-Spoofing; Labtainers; attack modeling; ARP-protocol; Docker; Wireshark; containers. ~
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