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In today's world, technologies are developing at a rapid pace. It is very difficult to imagine a sphere of human life
where digital data is not used, for example, hanking operations, distance learning, utility payments, online messaging
have hecome commonplace for us. However, on the other hand, the question arose of how to ensure the reliahility and
confidentiality of this data. One of the methods was authentication when entering the system, that is, entering a login and
password to identify the user. To date, this method is not reliable and quite vulnerahle, hecause most users have started
using the same passwords for login, or simply ignore their reliability and use rather primitive ones. As a result of such
actions, more and more confidential user data is at risk of being acquired by unauthorized criminals.

The idea to develop a two-factor authentication system using a GR code arose as a result of the urgency of this problem
and the imperfection of existing software products. The hasis will e the generation of a unique code that will he availahle
only for a short period of time, which will be enough for the user to enter the system. This technology will allow dynami-
cally changing the set of numhers required for authentication. If an attacker takes possession of it, he will not he ahle to
use it, hecause it will change in the system in a fairly quick period of time.

The article discusses the implementation of the two-factor authentication algorithm using a GR code, which has a
simple appearance, hut can store a large amount of data. Also, regardless of how much information the GR code contains,
the data is displayed immediately after reading it. This provides an increased level of protection when the user enters the
system and prevents unauthorized access to confidential data by cybercriminals.

An approach using TOTP (Time-based One-time password) is also proposed, which will generate a one-time code hased
on a secret key. The main feature is the use of time as one of the parameters to generate a dynamic 6-digit password
required for logging into the system. Also, its generation will he carried out automatically every 30 seconds, thus creating

conditions for making its theft and unauthorized use impossible.
Keywords: QR code; barcode; TOTP algorithm; dynamic password generation; data scanning.

Introduction

In today's world, there is a rapid development
of technologies, which has led to an increase in the
amount of information that people use in everyday
life. Today's realities require the creation of soft-
ware products that are compact, easy to use and visu-
ally pleasing to the user. The main purpose of such
applications is to find and provide the necessary in-
formation in the fastest way and in the appropriate
format.

One of the widely used methods of presenting data
are QR codes, which stands for «Quick Response».
Such codes are two-dimensional black and white
symbols of a square shape, in which data is encoded
horizontally and vertically, which can be read, for
example, using a mobile phone. Today, they are used
in various environments of human life: in trade,
production, entertainment, and in scientific institu-
tions.

It is worth paying attention to the process of user
identification to the application, during which you
need to enter a login and password to check the ap-

propriateness of access to certain information in the
system. However, this method does not provide maxi-
mum data protection, because when using the same
or unreliable passwords, which may contain personal
data, for different social networks and e-mails, the
risk of data leakage from cybercriminals increases.

Two-factor authentication using a QR code can
solve this problem and provide increased protection
when entering the system. After all, in addition to
entering the basic login and password, the system
will expect a special code that will be unique for each
system user and dynamically generated every 30 sec-
onds. And access to which can be obtained only after
scanning the QR code, which will be unique and will
appear only during the initial registration to the sys-
tem.

The purpose of this work is to implement a system
of two-factor identification of the corporate envi-
ronment using a QR code. The use of such software
will guarantee increased protection during authori-
zation and will prevent unauthorized access to re-
sources by offenders.
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The main part

The QR code was developed and presented for the
first time in 1994 by the Japanese company Denso-
Wave. The main goal of creation was to simplify the
scanning of barcodes and increase the amount of in-
formation that could be encrypted. A year after the
start of development, the first version was presented,
which could store up to 7,000 Chinese characters and
scanning was ten times faster than traditional codes.

A unique feature of this development was the
method of reading the code. Previously, this process
took place only in one direction - from top to bottom,
which led to the storage of a limited amount of free
information. While the QR code was read from top
to bottom and from right to left, it is already two di-
rections, which significantly reduced the scanning
time and increased the amount of data that can be
encrypted.

Thus, the technical characteristics of passable QR
codes today are:

e numbers — 7089 characters;

e code — 295 bytes;

e hieroglyphs — 1817.

The QR code is based on an encrypted sequence of
data, which is stored in binary format in the form of
a matrix. Each cell of the matrix is assigned a value
depending on the color: white or black. The special
device recognizes the code with the help of three
main square marks, which are placed in the corners
and indicate the direction of reading. The next step
is to scan and analyze each square and present it in
the form of a grid with the corresponding values.

The figure shows the structure of the QR code.
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. 2. Format Information

3. Data and Error Correction Keys
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The structure of the QR code

One of the elements that ensures reading even on
an uneven surface is the synchronization lines. A QR
code contains a version marker that lets you under-
stand its format: binary, numeric, alphanumeric,
and kanji for Japanese characters.

There are also special Reed-Solomon error cor-
rection blocks, which are special combinations that
correct the QR during reading. As a result of such
actions, even damaged up to 30% code will be read
correctly.

The use of two-factor authentication creates a
double level of protection and allows you to distin-
guish between an attacker and a verified user. Enter-
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ing the system using a QR code works on the basis of
Time-based One-time Password Algorithm (TOTP).
During registration by QR scanning, you need to get
a secret key that will generate a one-time password
with a numerical period of 30 seconds.

In the process of researching this technology, it
was decided to create a two-factor authentication
system using a QR code. After all, the speed of read-
ing, volume of information and ease of use will help
solve one of the urgent problems with identifica-
tion. The usual method of verifying the user using
a login and password has lost its reliability and has
become quite vulnerable in the modern world. It is
worth paying attention that almost every person has
several social networks or e-mails for which you need
to use unique and unique passwords to gain access,
but there is such a tendency that users do not follow
these rules.

Algorithm of the program. The two-factor au-
thentication system using a QR code is based on the
TOTP (Time-based One-Time Password) algorithm,
which provides a one-time time-based password for
logging into the system.

It is worth noting that, unlike other authentica-
tion methods, a certain application on a smartphone
is required to generate a unique code. Thus, the logic
of this algorithm will be implemented on the server
and user side.

The sequence of actions performed by the program
to ensure authentication:

1. The server generates a secret key;

2. This key is encrypted using a QR code;

3. The mobile application reads the QR code and
generates a one-time password based on the received
data;

4. The generated password changes dynamically
with a certain time interval.

Let's consider in more detail the code generation
algorithm, which in turn uses the outdated HOTP
(One-time password based on HMAC) methodology
as a basis. This algorithm creates an HMAC hash (a
method based on SHA-1), which combines a secret
key and a counter. As a result of such actions, we get
a string 20 bytes long, which is later truncated to the
form of a one-time password.

The main difference between HOTP, which gener-
ates a counter-based hash, and TOTP is the use of a
time parameter as a unique identifier for code gen-
eration. It is worth noting that to eliminate misun-
derstandings with different time zones, a Unix time
stamp is used, which in turn is counted in seconds.

The principle of operation of the program can be
described using formulas:

T= CurrentTime— T, ’ 1)

X
HOTP(K,T)= Truncate(HMAC—-SHA-256 (K,T), (2)
TOTP = HOTP(K,T), (3)
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ne T — discrete time value; CurrentTime — cur-
rent time in seconds, from the beginning of the ep-
och measurement; T, — starting time; X — the

length of the time period (30 seconds); K — secret
key; HMAC—-SHA-256 — hash generation func-
tion based on a secret key and time in the form of 20
bytes; Truncate — method of reducing to 4 bytes.

Also, when implementing this algorithm, you can
use various hash functions, such as HMAC-SHA-1,
HMAC-SHA-256, HMAC-SHA-512, depending on
specific requirements.

The generated key must be entered into the mobile
application, where the dynamic code for authentica-
tion will be displayed directly, for this we will use
the QR code.

So, the following sequence of actions takes place:
the mobile application reads the secret key from the
QR code and the time value at the moment, with the
help of the TOTP algorithm, the password is gener-
ated. When the user enters this code into the system
during authentication, similar things happen on the
server side in order to generate his dynamic pass-
word and compare it with what was received.

Intelij Idea was used as a development environ-
ment, which provides a wide range of possibilities
for the implementation of this system. The high-lev-
el Java programming language was used to write the
software, which provides all the necessary tools for
writing code, connecting auxiliary external systems
and accessing interaction with the database.

The TOTP algorithm is a modern cryptographic
method for authentication. It is quite resistant to
cyberattacks, but it is worth considering ways to
hack this technology. One of which is the intercep-
tion of login and password using traffic listening. To
prevent such a case, it is worth reducing the validity
period of the one-time password, so that in case of
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possession of it, the offender does not have time to
use it.

Conclusions

Having studied the technical characteristics and
the principle of operation of QR codes, it is possible
to propose its use for two-factor authentication, be-
cause it is easy to read, print, fast, safe and can en-
crypt a large amount of information.

The implemented TOTP algorithm is a reliable way
to increase the security level of confidential data
protection and prevent cyber-attacks on accounts
during authentication. After all, to successfully en-
ter the system, you need to know the secret key and
the exact time.

Thus, by combining the capabilities provided by
the QR code and the TOTP algorithm, we can create
a reliable system with the help of which the user can
safely perform two-factor authentication.
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H. M. Aywesa, 0. B. Menbhuk, C. |. Otpox, I. C. Mopaac
CUCTEMA [JBO®AKTOPHOI ABTEHTU®IKALII KOPUCTYBAYA KOPNOPATMBHOIO CEPE[JOBULLA 3 BUKOPUCTAHHAM QR-KOQlY

Y cyyacHomy cBITi TexHOMOr po3BUBAKOTLCS CTPIMKMMY Temnamn. Lyxe CknagHo ysaBuTv cehepy NIOACkKOro X1TTs, 4e 6 He 3aCTOCOBYBAMCS LppoBI
[naHi. 30kpema, GaHKIBCbKi onepaLyii, HaBYaHHs B AVCTAHLIIHOMY (hOpMaTi, OMiaTa KOMYHabHUX MOCITYr, OHIaiH-00MIH NOBIGOMIIEHHSMY CTaNN [/15 HAC
3BUYHUMK peyamu. BogHoqac noctano nutaHHs, K 3a683neYnTv HaminHICTb | KOHQineHuinHicTs unx ganux. OgHum i3 MeTogie Gyna aBTeHTigbikaLis nig
Yac BXOy B CHCTEMY, TOGTO BBEIEHHS JI0riHa i Napons [ns iaeHTvgiKyBaHHs KopucTyBa4a. CbOrogHi Takui METOL € HeHamiiHvM | 4OBOSI BPA3nMBAM,
a[pKe GBINbLUICTb KOPUCTYBAYIB 110481 3aCTOCOBYBATY OfHI Vi Ti cami naposi 4ns BXogdy, 60 npocTo irHopywTh IX HAQIAHICTL | BUKOPUCTOBYIOTb OBOSI NPU-
MITVBHI. 5K HAacnigok Takvx giii Bce Ginblue | Girblue KOHGIEeHLiHVX JaHnX KOpUCTyBad4iB nepebyBatoTb Mif 3arpo30t0 3aBOSI0RIHHS HECAHKLIOHOBAHVMM
PaBOMoPYLUHNKAMA.

Ines po3pobuTv cucTemMy ABOGhaKTOpPHOI aBTeHTUGhikaLii 3@ fonomorow QR-kony BUHVKNE B PE3YILTATI aKTyarnbHOCTI Liiel npo6riemn | He[ocKoHanocTi
BXE HASBHUX MPOrpaMHuX NpogyKTiB. 3a OCHOBY 6paTVMETLCS TeHEpaLlis YHIKATbHOro Kody, KOTpui 6yae [OCTYMHWA JIALLIE HEBEIMKUA MPOMIKOK 4acy,
gKoro 6yAe [OCUT, L6 KOPMCTYBAY YBIVILLIOB [0 CUCTEMU. Taka TEXHOOrS 4acTb 3MOry QVHaMIYHO 3MIHIOBATY HABIp Uighp, NOTPIGHMI 1S aBTeHTUGIKa-
uii. Y pasi, K140 3MoBMUCHYK 3aB0II0iE KOAOM, TO BiH HE 3MOXE HUM CKOPUCTATUCS, 8[Xe KO 3MIHUTLCS B CUCTEM 3@ JOBOSI LUBVAKWV MPOMIKOK 4acy.

Y cratTi po3rnsHyTo peanizauio anroputMy poboTy [BOGaKTOPHOI aBTeHTubikaLii 3a fonomoroo BR-kogy, skui Mae npocTii BUIMSL, NpoTe MOXe
36epiraty BenkuiA 06csr faHnx. Takox He3anexHo Bif Toro, cKinbku iHghopmaii mictute QR-kog, Bino6paxeHHs [aHnX Bin6yBaETbCS Bigpasy mic/s oro
34ntanHs. Lle 3abeaneyye nigBuLLeHVI piBeHb 3aXVCTY Mif Yac BXOMKEHHS KOPMCTyBa4ya [0 CHCTEMU i YHEMOXIMBIIIOE HECAHKLIOHOBaHWA JOCTYM [0
KOHQIGEHUIIHX JaHNX i3 60Ky KiBEep3I0YMHLIB.

Takox 3anporoHoBaHo nigxig i3 BukopuctaHHam TOTP (Time-based One-time password), sikuii reHepyBaTiMe 0fHOPA30BWIi KO Ha OCHOBI CEKPETHOro
Kkmoya. OcHOBHOK 0COGNMBICTIO € BUKOPYCTAHHS 4acy siK OQHOr0 3 NapaMeTpis [1si CTBOPEHHS QUHAMIYHOIO LIECTU3HAYHOT0 Maporis, MoTpiGHOro Ans BXoay
B cucTeMy. Takox /oro reHepalis 6yne 3miicHIoBaTuCs aBBTOMATNYHO KoxHi 30 ¢, YyHEMOXIMBIIOW Y VI0ro BUKDELAEHHS | HECAHKLIIOHOBAHE BUKOPUCTEHHS.

Kniouogi cnoea: QR-kop; wrpux-kom; anroputm TOTP; auHamiuHa reHepais napons; CKaHyBaHHS [JaHuX. N
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