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®I/IbTPALIA 3AbOPOHEHOID KOHTEHTY

06’ckTom gocnigxeHns € npoyecy (inbTpayii KOHTEHTY.

anroputmanu Heiiponunx mepex Sckit-learn.

AKxTyansHicTb yboro gocnigeHHa nongarac B Heo6XigHOCTI hinbTpayii KOHTEHTY 3 BHCOKOW TOYHICTIO Yepe3 CTBOPEHHN
OnTHManbHKX Bapiayii apxitexTyp HeiponHux mepex. HaaBhi cborofHi piweHHa AaOTb HU3bKY TOYHICTD GHinbTPayii, wo
npu3BoguTL [0 6oKyBaHHA noTeHyiliHo 6e3neyHoro kontenty. MloBHa BigcyTHicTb thinbTpayii npu3sege go Toro, Wo He-
MOBHOJITHI KOPHCTYBaYi Ta iHWI BPa3/IHBI rpynH OTPHMAIOTb B0 HbOrO JOCTYN, L0 HENPHIYCTHMO.

Mpeametom gocnigKeHHsa € MeToAH i TEXHONOrii NO6YAOBH HEHPOHHHK MEPEX ANA (inbTpayii KOHTEHTY.

Mera crarri nonsarae B nigBuiyeHHi TO4HOCTI hinbTPayii KOHTEHTY 3a PaKyHOK PO3PO6IEHHSA apKITEKTYPH HEHPOHHOI MepeXxi.

Ak 3aci6 po3pobnenns cucremu 6yno subpano PyCharm ta mosy nporpamysanns Python. Inctpymentamu po3pobnenus
6ynu Bn6pani 6ibniotexn SciPy Ta Keras, 6i6niotexa gna imnopry 1a excnopry fawux Pickle Ta 6i6niotexa gna po6otn 3

Pe3ynbTatom po6oth € nobygoBaHa apriTeKTypa HeHpPoOHHOI Mepexi AnA hinbTpayii 3a60pOHEHOro KOHTEHTY.
Kniouogi cnoea: HelipoHHa Mepexa; 3a60pOHEHIA KOHTEHT; (hinbTpaLlist KOHTEHTY; apXiTEKTYpa HEPOHHIX MEPEX.

BCTYII

ITocraHnoBKa mpoOseMu. Y cydacHOMY CBiTi Bce
aKTHBHIiIIIe Habupae 00epTiB mpollec AimAKuTaTi3aIii
Ta iHTerpyBaHHS Bce 0iJIbII0I KiIBKOCTI mporpaMHIX
MPOAYKTIB Y *KUTTA PALOBOTO UjaeHa coriymy. Kosxk-
HOTrO JHSA 3’SABJAIOTHCA HOBI 3aCTOCYHKH, AKi mOIIO-
MaramTh JIOIAIM TeHepyBaTu TepabaliTu KOHTEHTY,
sokpema TikTok, Instagram, Telegram, Linked In
TOIIIO.

IIpoTe 3i 36iMbIIEHHAM KiJIBKOCTI KOHTEHTY 3pOC-
Tae i KiJTbKicTh MaTepiaJiB, 1110 IOPYIIYIOTH IPABUIA
miaaTdopmu abo 3aKOHU KPaiHU, IPOMAAIHUHOM AKO1
€ KOpHuCTyBau.

Ko:xHOTO0 1HA B COIialbHUX Mepeskax 3’ ABITI0ThCA
doro i Bimeomarepianiu, Ha AKUX OPUCYTHI MaJiHHA,
aJIKOT0JIb, 30p0os, IpomaraHga HapKOTHUKIB ToImo. I
came B Ilefl MOMEHT KOPHUCTyBauaM Ha JOIIOMOTY IpH-
XOAUTH sABUIlle (pigbparii KOHTeHTY.

Amnamis ocraHHiX gocaimskens i myomikaiii. Byio
OPOBEJIEHO aHAJITUUYHUIN OTJIAM METOAiB (pimbTparrii
KoHTeHTY. Ko:XHUI 3 MeTOiB Ma€ BJIaCHI IlepeBaru i
HemoJiKu. ¥ X0/l aHaaidy 0yJa0 Bu3HaueHOo, I0 Hali-
e(PeKTUBHIIIIIM BapiaHTOM Ha MOTOYHHI MOMEHT €
BUKOPUCTAHHSA HEMPOHHUX Meperk, AKi HaBUAIOTHCS
Ha IPUKJIaAax 3a00pPOHEHOr0 KOHTEHTY JJIS HOTo II0-
maJsbIol inbTparnii.

Merta craTTi — aHaIi3 aKTyaJbHOCTI BUKOPUCTAH-
HA HEHPOHHUX Mepe:k I Ginbrpallii 3a60poHeHOro
KOHTEHTY Ta ABuNa QiabTpalii KOHTEeHTY B I[iJIOMY.

OCHOBHA YACTHHA
IaTepHeT-QinbTp — Iie mporpamMue 3a0e3IeueHHs,
AKe o0Merxye a00 KOHTPOJIOE BMICT, 0 AKOTO MOJKe
OTPUMATH JOCTYII KOPUCTYBAU iHTEPHETY, 0COOBJJIMBO

KOJIM BiH BUKOPHUCTOBYETBLCS MIJaA OOME:KeHHSA Mare-
piaxiB, 1110 ocTaBIAIOTHECA Yepeld [HTepHET, e1eKTPO-
HHY IOIITY 4YM iHmmMHU 3acobamu. IIporpamue 3a-
OesIleueHHA AJIS KOHTPOJIIO BMiCTy BHU3HAUa€E, AKUI
BMicT Oyze mocTymHUM ab6o 3abioxoBanuM [1].

Taxi oOMerkeHHSI MOKYTh 3aCTOCOBYBATHCSA Ha pPis-
HUX PiBHAX: YPAL MOKe CIpoOyBaTH 3aCTOCYBATH iX
0 BCili KpaiHi, a00 BOHU MOKYTbh, HAalIPUKJIAM, 3aCTO-
COBYBATUCA IOCTAYAJIBLHUKOM IOCIYT iHTEPHETY IO
CBOiX KJIi€HTiB, poOOTOMABIIEM O CBOTO IIEPCOHAIY,
IIKOJIOI0 IJIsI CBOiX yUHiB, 0i0sioTexoio aasa Biasin-
yBauiB, 6aTbKaMu IO KOMII IoTepa AUTHUHU abo OKpe-
MUMU KOPUCTYBauaMU [0 BJIACHUX KOMII IOTEPiB.

DinsTpU MOKYTH OyTH peasrisoBaHi 6araTbMa pis-
HUMU CIIOCO0aMM: 3a JOIOMOTOI0 IIPOTPAMHOTO 3a-
OeslleueHHSA Ha IIEPCOHAJIBLHOMY KOMII'IOTepi, uepes
MepeXKHY iHDPacTpyKTypy, TaKy AK IPOKCi-cepBepH,
DNS-cepBepu abo OpaHaMayepu, siKi 3a0e3IeUyOTh
IocTym no inTepHeTy. sHoaHe Bupimienusa He 3abe31me-
Yye IMOBHOTO OXOILJIEHHS, TOMY OiJIbIiCTh KOMIAHIN
PO3TOPTAIOTh HMOEAHAHHS TEXHOJOTIHA AJIs JOCATHEH-
HA HaJEKHOTO KOHTPOJIO BMIiCTY BiJIOBiTHO IO CBOETL
TOJIITUKH.

ChoromHi OZHUM 3 OCHOBHUX MeTOZiB (hisbTparrii
KOHTEHTY € (GiJbTpallii KOHTEHTY 3a JOIOMOT0I0 He-
HpoHHUX Mepex [2].

Bpaysepni ¢ginvmpu. Pimenna ana ¢inbrparii
BMicTy Ha OCHOBi BeOmeperJysgada € HAWIIPOCTiIINM
pinreHHAM 1Jid (QiIBTPYBaHHA BMICTY Ta peai3yeThb-
cA yepes3 CTOPOHHE PO3IIUPEHHA s Opaysepa.

Dinvmpu enexkmpornnoi nowmu. PiaIbTpU eJeK-
TPOHHOI IOUITH Ail0Th HA iH(opMaIlito, 1o MiCTUTbCA
B TiJi incra, y 3arojioBKax JIMCTiB, AK-OT BiAIIPaBHUK
i Tema, a TaKOXK Ha BKJAAEHHS €JEKTPOHHOI IOIITH,
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100 KJaacudikyBaTH, IpUNMATH YU BiAXUJIATU II0-
BimoMJeHHs. 3a3BUYail BUKOPUCTOBYIOTHCA (PiabTpHU
Batieca, Tun cratuctuuHoro ¢inprpa. HocTymHi aK
KJIIEHTCBHKi, TaK i cepBepHi QiabTpuU.

Knienmcori ¢pinompu. et Tun ginbrpa BcTaHOB-
JIIOETHCA SIK IporpaMHe 3a0es3leueHHsS HA KOKHOMY
KoMII’1oTepi, e moTpidHa digbTpallisa. 3azBuuaii MuM
(dinbTpoM MOKe KepyBaTH, BUMUKATU UM BUAAIATHU
KOJKeH, XTO Ma€ IIpaBa aJMiHicTpaTopa B cHUCTeMi.
Kaieurcpruii pinbrp Ha ocHoBi DNS mas 6u maja-
mrosyBaTu DNS Sinkhole, nanpuxaaz Pi-Hole.

Inmepunem-npoeaiidepu 3 obmesxcenum (ab6o 6i0-
¢pinemposanum) emicmom. IHTepHeT-IpoBaiifepu
3 oomekeHuM (abo (inpTpoBAaHMM) BMicTOM — Iie
mocTavajabHUKKM IHTEPHET-IIOCaYr, SIKi IIPOIIOHYIOTH
JIOCTYI JINITIe IO IeBHOI yacTUHU IHTepHeT-BMicTy 3a
3r0/10I0 200 B 000B’sI3BKOBOMY IOPAAKY. KoikewH, XTo
mifnucaBcsa Ha Iell TUI IIOCJYT, IiAIazae mijg obme-
sKeuHdA. Tun QiasTpiB MoKe OYTH BUKOPUCTAHUN IJIs
3MificHeHHA OEepP:KaBHOTO PEryJaATOPHOro abo 6aThb-
KiBCBKOT'O KOHTPOJIIO HAJ aO0OHEHTaMMU.

Mepexcna ginempauisn. llett Tun Ginsrpa peasi-
3y€ThCsA HAa TPAHCHIOPTHOMY PiBHI AK HPO30pPHUIi IPO-
Kci abo Ha MpUKJamgHOMY PiBHI AK Bebmpokci. IIpo-
rpaMHe 3abe3neveHHs 1A QigbTpalii Moske MicTuTu
dyHKIIiT0 3an00iraHHA BTpaTi JaHUX IJIs (piabTpalii
BuxigHoi Ta BximHol imgopmarii. Yeci KopuctyBaui
OigIATa0Th MOJIITUIIL AOCTYNY, BU3HAUEHIN yCcTaHO-
Bo10. DiNbTpyBaHHA MOKHA HaJAIITyBaTH, TOMY 0i-
OJrioTeKa cepeHbOI IITKOJIH IITKIJIBHOTO OKPYTY MOKe
MaTHh iHmu# npodins dinsrparii, ik 6i0mioTexa
MOJIOJIIIO] ITKOJIU OKPYTY.

Dinvmpayis na ocnosi DN S. Ileit Tun dinprpanii
peasrizoBano Ha piBHi DNS i Hamaraerscsa samobirtu
IOIIYKY JOMEHiB, gKi He BiAmosimaroTs, HabOpy IIO-
Jituk (abo 6aThbKiBCBKOTO KOHTPOJIIO, ab0 IpaBUJI
kommanii). KiabKka 6€3KOIMITOBHUX MIYOJiUHIX CIYIKO
DNS npononyioTs mapaMeTpu QiabTpallii K 4acTUHY
cBoix mociayr. DNS Sinkholes, manpurnan Pi-Hole,
TAKOXK MOKHA BUKOPUCTOBYBATH IJA I1iel meTu, aje
Juine Ha 001l KiaieHTa.

Dinvmpu nowyroeux cucmem. barato monryko-
BUX cucTeM, Takux AK Google i Bing, mpomoHyoOThH
KOPHCTyBayaM MOKJMBICTH yBiMKHYyTU (hinbTp 0es-
neku [3]. Kosu nieii ¢inbTp 6e3neKkyu akTUBOBAHO, BiH
Bim(inbTPOBYEe HEBiAIOBimHI ITocuJIaHHS 3 ycix pe-

3yJIbTATIB MOIIYKY. SIKIIIO0 KOpUCTYyBadi 3HAIOTH (PaK-
tuuny URL-agpecy BebcaiiTy, asKuii MicTuUTh BigBep-
TUH ab0 JOPOCJNI BMiCT, BOHM MAalOTh MOKJIHBICTH
OTPUMATH IOCTYII IO ITHOT'0 BMiCcTy 6€3 BUKOPUCTAHHSA
mOoIIIyKOBOI cuctemMu. [ledaKi mpoBaiiiepu IPOIMOHYIOTH
opieHTOBaHI Ha AiTel Bepcii cBOiX ABUTYHIB, AKi mo-
3BOJIAIOTH JUIIe BeO-caiiT, opieHTOBaHI Ha miTeii [4].

VY mporieci aHaIidy mpeaMeTHOI chepu OyJI0 PO3TIIA-
HYTO Pi3Hi Bapianisa HaABHUX pillleHb, AKi HaTaOTh
nocayru ¢inbrpariii saboporenoro kouTeuty. Oxpe-
MO CJIiJI BUOKPEMUTH AJITOPUTMHU MITYYHOI'O iHTEJIeK-
Ty maatgopmu TikTok. Ilsa mmardopma 3abesmeuye
0JI0OKYBaHHSA IIOBHOT'O CIIEKTPa 3a60POHEHOT0 KOHTEH-
Ty, HOUMHAIOYH BiJl JKOPCTOKOCTI 1 aJIKOT0JII0, 3aKiH-
Yyioun 30PO€I0 1 ceKcyaIbHIM KOHTEHTOM. BomgHouac
cx0xKy cuctemy Qinprparii mae mepe:xa Instagram.

IIpore, B 000X MepesKkax iCHYIOTb HEJOJIIKH.

Mepe:xka Instagram sanazaTo JiosabHa i 3a HAsIBHOC-
Ti CyMHiBiB BoHAa, CKOpillle, He 3a0JI0KYy€ IIOTEHIIiHAHO
HEeNPpUNHATHUYN KOHTEHT, 3aYacTy TaKi ajJroputrMu
BUABJIAITHh Y HOPMAJIbHOMY PEKUMI TiJIBKHU KOPCTO-
KicTb.

YV aaropurmis TikTok curyamia mpamo mpoTu-
JexHA. 3a HAABHOCTI HaWMeHIux 30isKHOCTeH 3i
COUCKOM 3a00POHEHOTO KOHTEHTY — CHUCTeMa 00pasy
0JIOKYE€ KOHTEHT, IIpOTe AysKe YacTo BimbyBaioThbCs
cuUTyaillii, B SKUX 3BUYANHY IJISIIKY BOAU ILIaTdop-
Ma pO3IIiBHAE AK aJKOT0Jb, & CKJIaJeHl ABa MaabIli —
AK 30poIo0.

BHCHOBRKH
3 orsAy Ha 3a3HaUeHe MOJKHA 3POOUTH BUCHOBOK
11010 BICOKOI aKTyaJIbHOCTi CTBOPEHHS Pi3HOTO POLY
iHCTPYMEHTIB 11 aBTOMaTUYHOI (isbTpallii KoHTeH-
Ty 3 aJIeKBAaTHOI MOJEJLIIO IOBEeIiHKN.
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FILTERING FORBIDDEN CONTENT
The relevance of this study lies in the need to filter content with high accuracy due to the creation of optimal variations of neural net-
work architectures. The solutions available today provide low filtering accuracy, which leads to the blocking of potentially safe content.
A complete lack of filtering will lead to the fact that minor users and other vulnerable groups will gain access to it, which is unaccep-

table.

In today’s world, the process of digitization and integration of more and more software products into the life of an ordinary member

of society is gaining momentum.

Every day there are new apps that help people generate terabytes of content like TikTok, Instagram, Telegram, Linked In, etc.
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However, with the increase in the amount of content, the number of materials that violate the rules of the platform or the laws of
the country of which the user is a citizen also increases.

Every day there are photos and videos on social networks that contain smoking, alcohol, weapons, drug propaganda, direct or indi-
rect, etc.

At this moment, the phenomenon of content filtering comes to the rescue of users.

The object of research is content filtering processes.

The subject of research is the methods and technologies of building neural networks for content filtering.

The purpose of the work is to increase the accuracy of content filtering by developing a neural network architecture.

PyCharm and the Python programming language were chosen as a system development tool. The SciPy and Keras libraries, the Pickle
data import and export library, and the Sckit-learn library for working with neural network algorithms were chosen as development
tools.

The result of the work is the constructed neural network architecture for filtering prohibited content.

An analytical review of content filtering methods was conducted. Each of the methods has its own advantages and disadvantages.
During the analysis, it was determined that the most effective option at the moment is the use of neural networks that learn from
examples of prohibited content for its further filtering

An Internet filter is software that limits or controls the content that an Internet user can access, especially when it is used to re-
strict material delivered over the Internet via the Internet, email, or other means. Content control software determines what content
is allowed or blocked.

No single solution provides complete coverage, so most companies deploy a mix of technologies to achieve adequate content control
according to their policies.

Such restrictions can be applied at different levels: a government can try to apply them nationwide, or they can, for example, be
applied by an Internet service provider to its customers, an employer to its staff, a school to its students, a library to visitors, a parent
to a computer child or individual users to their own computers.

The purpase of the article is to analyze the relevance of using neural networks for filtering prohibited content and the phenomenon
of content filtering in general.

Based on all of the above, we can conclude that it is highly relevant to create various tools for automatic content filtering with an
adequate behavior model.

Keywords: neural network; prohibited content; content filtering; neural network architecture.
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