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ARCHITECTURE OF THE DIGITAL TWIN FOR THE NEW SAFE CONFINEMENT
OF THE ChNPP

The paper presents the construction of a digital twin architecture for the New Safe Confinement (NSC) of the Chernohyl
Nuclear Power Plant (ChNPP), which was huilt to ensure the protection of people and the surrounding environment from
nuclear and radioactive hazards and to provide the opportunity to remove radioactive materials and carry out other meas-
ures to transform the «Shelter» facility into an ecological safe system. The need for effective management of thermogas-
dynamic processes and assessment of the radiation state in the NSC under non-stationary weather conditions requires the
availabhility of specialized information technologies. An analysis of the functionality and structure of the existing integrated
management system of the NSC was carried out, and it was proposed to supplement its functionality with visualization and
forecasting capabilities through the development of a digital twin, with the help of which it will be possible to effectively
solve the tasks of monitoring and forecasting the state of the object and making management decisions, which in general
will ensure physical nuclear safety of the facility and radiation safety of personnel. An overview of the main types of digital
twins and available approaches to the construction of their architecture was performed, the choice of the architecture of
the NISC digital twin was substantiated. Based on the analysis of the characteristics of the NSC as a complex multi-level
system, the main requirements for the digital twin were formed and its generalized structure was developed hased on
them. The proposed architecture of the digital twin is multi-level and huilt according to the modular principle, which al-
lows it to he flexibly supplemented depending on needs. To develop the components of a digital twin, it is recommended to
use a microservice architecture hased on secure information transfer protocols. The results of the work can be used in
the creation of the software for the digital twin of the ChNPP NSC.
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Introduction

As you know, in April 1986, one of the greatest
man-made disasters of mankind took place — the ac-
cident at the Chernobylnuclear power plant (ChNPP). >
During the liquidation of the accident, a temporary \
structure was built above the destroyed power unit, \ 6l A&
which was called the «Shelter Object» (SO). The
term of use of this object was 30 years, therefore, in
2007, with foreign financial support, the construc- 77 anee A"—!*"—':";""J
tion of a new protective structure, which was named = e

«New Safe Confinement» (NSC), began. Schematic
cross-section of NSC and SO is shown in fig. 1 [1].
As you can see at fig. 1, this structure was supposed
to isolate the destroyed reactor of the ChNPP and
the SO, ensuring the protection of the personnel of
the ChNPP, the population and the surrounding en-
vironment from nuclear and radioactive dangers by
controlling the leakage of radioactive dust and mak-
ing it possible to remove radioactive materials from
them to transform the SO into an environmentally
safe system [2; 3]. In 2019, the ChNPP NSC was put
into operation. The term of use of the NSC is 100
years, provided that certain air humidity character-
istics are maintained in the main volume, which is
achieved through ventilation management.

In addition to humidity, NSC require the control
and management of a large number of other param-
eters to improve radiation, nuclear, industrial and
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Fig. 1. Scheme of NIC and IIII in cross section:
1 — turbine hall; 2 — destroyed reactor; 3 — central hall;
4 — main volume; 5 — annular space of NSC

environmental safety. For this purpose, the so-called
integrated management system (IMS) of the NSC
was designed and put into operation [2]. The main
problem of the NSC is the dangerous impact of the
increased radiation background in the main volume
on the personnel who will work there. The roof and
walls of the SO have alarge number of cracks through
which air and radioactive aerosols penetrate into the
main volume of the NSC, and from there into the
environment. Non-stationary thermo-gasodynamic
processes of heat convection and air movement oc-
cur due to temperature differences inside the NSC,
which depend on the season and the mode of work of
the personnel during the dismantling of rubble, vari-
ous heat emissions inside the NSC [2]. In addition,
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the need to effectively maintain certain humidity
indicators in the NSC under non-stationary weather
conditions requires the availability of information
technologies for forecasting the condition and mak-
ing decisions on the management of the NSC, which
are not available in the IMS.

Analysis of recent research and publications. It is
possible to monitor the state of the NSC using mod-
ern computer modeling methods based on CFD (Com-
putational Fluid Dynamics) models that adequately
describe the necessary physical processes occurring
in the NSC in various conditions [2]. For example,
models were built, which, with the help of operation-
al measurements, made it possible to determine the
continuous unorganized flow of air with radioactive
aerosols outside the NSC into the surrounding envi-
ronment with arbitrary wind directions and speeds
[1], the issue of developing special mathematical
software for controlling NSC ventilation units was
considered [4]. Approaches to the construction of the
information technology architecture of the NSC are
proposed, taking into account the subsystem of fore-
casting forecasts of locations and concentrations of
radioactive aerosols based on modern approaches to
software life cycle management [5].

The need to combine the storage and processing
of historical data regarding the NSC, their visuali-
zation, the solution of forecasting and management
problems determines the feasibility of using the
technology of digital twins for further improvement
of information systems of the NSC.

The purpose and objectives of the study. The pur-
pose of this work is the development of a multi-level
architecture of the digital double of the NSC ChNPP,
on the basis of which it will be possible to effectively
solve the problems of monitoring and forecasting the
state of the facility and making management deci-
sions, which will generally ensure the physical nu-
clear safety of the facility and the radiation safety of
personnel. To achieve the goal, it is necessary to con-
duct an analysis of existing approaches to the con-
struction of digital twins, formulate requirements
for a digital twin, develop a multi-level architecture
of a digital double and provide its description.

The main part

A digital twin is generally referred to as a virtual
prototype of a real physical object, product, group of
products or a process that collects and reuses digi-
tal information [6]. The digital twin consists of two
parts: a visual model of the control object and a be-
havioral model, which includes the corresponding
mathematical and data models. According to their
purpose, digital twins are divided into digital twin
prototypes (digital twin prototype), digital twin in-
stances (digital twin instance) and digital twin ag-
gregates (digital twin aggregate), which combine
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several digital twin instances [7]. According to the
nature of the connection between the digital twin
and the real object, they are divided into a digital
model (there is no automated data exchange), a digi-
tal shadow (the twin only receives data from the ob-
ject) and, in fact, a digital twin (there is a two-way
data exchange between the twin and object) [8]. In
our opinion, the most effective type for NSC man-
agement is a digital twin with two-way data ex-
change. There are several approaches to building the
architecture of such digital twins. As arule, adigital
twin has a multi-level architecture, which contains
mechanisms for measuring and exchanging data
with a real object, a local database and data storage,
modeling, processing and data analysis tools [9-11].
However, the NSC is a complex system with a multi-
level structure, which must be taken into account
when solving monitoring and management tasks,
which is not taken into account in existing works and
requires the development of new approaches to the
construction of a digital twin architecture.

The purpose of developing a digital twin is to pro-
vide an effective solution to the tasks of monitoring
and forecasting the state of the NSC and making
decisions about its management. Based on this goal
and taking into account the specifics of the auto-
mation object, it is possible to formulate the main
requirements for the architecture of the digital
twin.

The information that will be collected and pro-
cessed by the digital twin is of a closed nature, which
creates restrictions on the use of various cloud ser-
vices for its processing, storage and analysis. Con-
sidering the high complexity of the automation ob-
ject, in order to take into account the risks of the
project, the development and implementation of the
digital twin should be based on the model of the evo-
lutionary life cycle [4], using the advantages of the
microservice architecture to implement the func-
tional modules of the system. The modules of the
digital twin must implement the functions of visu-
alization, forecasting, analysis and decision-making
support for the main subsystems of the IMS of the
NSC (the list of functions depends on the features of
the functional subsystems).

Based on the above requirements, the proposed ar-
chitecture of the digital twin of the ChNPP NSC is
shown in the form of a structural diagram in fig. 2.

As can be seen in fig. 2, the architecture of the
digital twin of the NSC contains five levels. At the
first, lower level, the basic management of techno-
logical processes of NSC is carried out using the ex-
isting integrated management system. The system
is responsible for the collection and accumulation of
primary data on the functioning of the NSC, control
and management of its current state using sensors,
programmable logic controllers, etc.

3B’A30K, Ne 2, 2022



Mpo6nemu po3BUTKY Td BAOCKOHANEHHS

€AUHOI HaLiOHANbHOT cUCTEMM 3B A3KY

In order to transfer from the IMS database the
information necessary for analysis, forecasting
and decision-making, it is proposed to implement a
communication server at the second level, the API
of which will ensure the formation of the necessary
data samples. Currently, the architecture of the NSC
IMS does not provide for the receipt of control com-
mands from other systems, so the transmission for
the implementation of decisions made at the upper
levels of the digital twin is carried out by users using
the existing interface in the NSC IMS.

The basis of the operation of the digital twin is
the basic subsystems presented at the third level:
library of models, library of algorithms, databases
and knowledge, data storage, versioning system and
software change management system.

The library of digital twin models should contain
micro-level computer models of NSC phenomena and
objects, means of identifying their parameters and

assessing adequacy. These models are used as com-
ponents of macro-level models for forecasting and
decision-making regarding certain aspects of the
functioning of the NSC, which are presented at the
fourth level.

The library of algorithms should provide data
processing, their intellectual analysis and decision-
making.

Databases and knowledge bases are designed to
store information about the results of forecasting
and decision-making, production rules and other
components for intelligent analysis of information.
Their structure is determined when solving specific
tasks of analysis and management of the NSC.

The data storage is designed to store processed,
unified and prepared data for analysis, which con-
sists of both information from databases of the cur-
rent level of the hierarchy and data received from
the IMS of the NSC.
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Fig. 2. Generalized architecture of the digital twin of the CANPP NSC
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The versioning system is designed to track chang-
es in key data and model parameters, store the his-
tory of forecast results, decisions made, electronic
documents created, etc.

A software change management system should
enable project management of digital twin modifica-
tions, test automation, integration control, and de-
ployment.

These basic subsystems are used in the work of the
modeling and decision-making subsystems presented
at the fourth level of the digital twin architecture.

We propose to include the following subsystems
of modeling and decision-making of the digital coun-
terpart of the NSC:

e radiation control subsystem;

e subsystem of heating, ventilation and air condi-
tioning;

e power supply subsystem and electrical equip-
ment;

e subsystem of building structures and seismic
control.

The set of these subsystems can be expanded based
on the requirements for solving NSC management
tasks and requirements for ensuring radiation safe-
ty.

Modeling and decision-making subsystems can
have a modular structure, which includes modules:

e visualization of the current and forecast state;

¢ analysis and reporting;

e classification and prognosis;

e formation of recommendations and assessment
of the decisions made;

e approval of decisions made in the hierarchical
structure of management and monitoring.

The list of these modules can be changed and ex-
panded depending on their specifics. It is recom-
mended to implement the modules of the modeling
and decision-making subsystems, other components
of the digital twin, based on the architecture of mi-
croservices using secure data exchange protocols
between them. At the top level of the digital twin is
an integrated user interface for decision makers that
should provide work with subsystems depending on
the settings of user access rights.

In order to increase the level of cyber security, a
closed local information network should be used for
the functioning of the digital counterpart of the NSC
of Chernobyl NPP.

Conclusions

In this work, it is proposed to use the technology of
digital twins to expand the functions of the existing
information management systems of the NSC with
the possibilities of information visualization and
forecasting of its state. The main requirements for
the digital twin of the NSC have been formulated and
based on them, its generalized structure has been de-
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veloped, which provides the opportunity to solve the
tasks of monitoring and forecasting the state of the
NSC, making decisions on process management.

The proposed architecture of the digital twin is
multi-level and built according to the modular prin-
ciple, which allows it to be flexibly supplemented
depending on needs. To develop the components of
a digital twin, it is recommended to use a microser-
vice architecture based on secure information trans-
fer protocols. The results of the work can be used in
the creation of software for the digital twin of the
ChNPP NSC.
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[1. 1. [ToGoga, I. C. Craposit
APXITEKTYPA LU®POBOTO AABIHNKA HOBOTO BE3NEYHOI0 KOHMANHMEHTY YAEC

PoarngHyTo npoexkTyBaHHs apXiTeKTypu UnhpoBoro [BiiHvka HoBoro 6e3ne4Horo KoHgaismenTy (HBK) HYAEC, skwi 6yno 36yn08aHo
[N 3a6e3neYeHHs 3axvCTy JIO[eV Ta HaBKOJIMLLHBOrO CEPEROBILLE Bif SOEPHOI Ta PagioakTVIBHOI HEBE3NEKY | Ha[aHHs MOXITMBOCTI BU-
NyYaTV PagioaKTUBHI MaTepiany Ta 3ICHIOBATY iHLLI 38X0AW 10A0 NepeTBOPEHHS 06°eKTa «YKpUTTS» B EKOMOMYHO GE3Ne4Hy CUCTEMY.
MoTpeba B eheKTBHOMY KEPYBAHHI TEPMOra30quHaMivHMu NpoLecami Ta ouiHIoBaHHI pagiaviiHoro ctaHy B HBK nig 4ac HecTauioHapHux
M0rofjHUX YMOB BUMArae HasBHOCTI criewianiaoBaHnx iHGhopmaLiiHix TexHosorii. [poBeneHo aHania (hyHKUIOHAbHVX MOX/IMBOCTENA Ta
CTPYKTYPW CyyacHoi inTerpoBaHoi cuctemu kepysanHs HBK i 6yno 3anponoHoBaHo 4ONOBHUTY i hyHKLIIOHETbHICTE MOXIMBOCTSIMM Bi3yarii-
3alii T8 MPOrHO3yBaHHs Yepe3 po3pOo6IIeHHs UMPOBOro ABiHWKE, 38 JONOMOrow SKoro byge MoXvBe eqekTBHE BUPILLIEHHS 38484 MO-
HITOPYHTY T8 NPOrHO3yBaHHS CTaHy 06 €KTa i YXBANeHHS KEPYBASbHYX PilieHb, L0 B LiNoMy 386e3MeynTs (iavndHy SAepHy 6e3neky 06’ exTy
i paniaujiiHy 6e3nexy nepcoxany. BukoHaHo ormnsn OCHOBHWX TUMiB LUGHPOBYX [IBIVIHVIKIB T@ HASBHUX NiAX0AiB 40 No6Y0BY iX apXiTeKTypu,
06rpyHTOBAHO BUBID apXiTekTypu Lnghposoro aeintnka HBK. MpyHTyouce Ha ananiai xapaxktepuctuk HBEK ax cknagHoi 6aratopisHesor
cHCTEMY CEhOPMOBAHO roI0BHI BUMOIV [0 LWGhpOBOro ABIHMKE | Ha IX 0CHOBI PO3POBIIEHO 10r0 y3aranbHeHy cTpykTypy. 3anponoHoBaxa
apxiTekTypa LngpoBoro ABIAHNKE € 6araTopiBHEBOIO | N06YAOBaHa 38 MOAYTbHAM MPUHUMIOM, L0 [EE 3MOTY MHy4KO i JonoBHIOBATY 3a-
JIEXHO Bif noTpe6. Boxa micTuTb piBHi 6a30B0ro KepyBaHHs MpoLiecamu, iHTerpaLlii 3 HasiBHOK CUCTEMOID KepyBaHHs, 6a30B1X MACHCTEM,
nincvucTeM MOJEtOBaHHS Ta YXBAIEHHS PillieHb Ta IHTErpoBaHWi iHTepchbelc [1s B3aemogii 3 0cobamu, 140 YXBamiowTk pillieHHs. [nsg po3-
PO6IEHHS CKa[oBuX UAPOBOro [BIHVKE PEKOMEHLYETLCS BUKOPUCTAT MIKDOCEPBICHY apXiTEKTYPY Ha OCHOBI 3aXVLEHVX NPOTOKOIB
nepegasaHHs iHghopmalii.

Kniovoei cnoBa: undposuit OBiiHIK; HoBMIA Ge3neyHmin koHdarnHMeHT YAEC; apxiTekTypa nporpamMHoro 3abesneyeHHs.
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