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A. V. Dzyma, I. S. Shcherbyna, A. M. Shtimmerman, S. V. Prokopov
METHODS FOR ENCRYPTING TEXT INFORMATION USING BLOCKCHAIN TECHNOLOGIES

The article analyzes the methods of blockchain technologies for encrypting text information as a modern tool for protecting the text
data of users on the network. During the rapid development of the Internet, the question of the secure transfer of text information
between users is increasingly raised. Sending text information over the Internet is a common situation, and the protection of such data
plays a very important role in the functioning of a large number of companies. Currently, there are a number of options for the trans-
mission of text information, which require an appropriate level of protection during transmission. Transmission and encryption methods
depend on the general needs of the sender and receiver.

Thanks to cryptography and blockchain, it is now possible to create technologies that will allow you to truly securely transmit textual
information between users on the Internet. Methods of encrypting text information based on blockchain technologies make it possible
to implement this. You need to consider what these methods consist of Encryption is a way to hide the original meaning of a message
or other document that distorts its original content. Converting plain, clear content into code is called encoding. This implies that there
is a mutual unambiguous correspondence between the symbols of the text and the code — this is the fundamental difference between
encoding and encryption. Encryption and encryption are often mistaken for the same thing, forgetting that to recover an encrypted
message, it is enough to know the replacement rule, while to decrypt an already encrypted message in addition to knowing the rules of
encryption, you need a cipher key. The key in this case means a specific secret state of the parameters of encryption and decryption
algorithms.
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INITIAL SETUP OF PBX SERVER BASED ON ASTERISK

The development of information technology is very dynamic, in particular, actively developing computer networks, which are
increasingly used for telephone conversations. Recently, there has heen increased interest in IP-telephony technologies, in oth-
er words PBX, the use of which can significantly reduce the cost of telephone communication within the company. PBX (Private
Branch exchange) is a system of devices that provides automatic connection and support of telephone communication between
suhbscribers of this PBX, who use special end devices — telephones. A virtual PBX is a powerful telephone system that uses an
Internet connection as opposed to standard telephone services. A standard PBX is used to transfer calls from the Internet to a
public telephone switching network. Virtual PBX can he considered as a more economical version, hecause no equipment is in-
volved, everything is virtual and hosted hy the service provider. Currently, the open communication platform Asterisk occupies
almost 85% of the open source PBX market. The Asterisk automatic telephone exchange supports hoth IP-telephony protocols
and traditional communication lines. All basic and advanced PBX functions are supported: voice menu, call recording, call sta-
tistics, voicemail, queuing and operator distribution. Video communication is directly supported. The latest versions of Asterisk
support call encryption. Asterisk has simple and well-documented interfaces for integration with other systems, making it easy
to emhed communications in business processes and husiness applications. There are a large numher of various graphical tools
for administering Asterisk, hoth paid and free, among which the most popular is the free WEB interface FreePBA.
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Introduction

Today, the development of informative technologies is very active, in particular, computer networks are
actively developing, they are increasingly used by users for telephone conversations. Recently, there has
been an increased interest in IP-telephony technologies, in other words, automatic telephone exchange, the
use of which can significantly reduce the cost of telephone communication within the company. For this
reason, many companies began to switch to use PBX (private branch exchange) — the system of devices that
provides automatic connection and maintenance of telephone communication between the subscribers of
this PBX, using special terminal devices for this — telephone sets.

Research analysis
Asterisk, in conjunction with the required equipment, has absolutely all the capabilities of a tradition-
al PBX, supports a large number of VoIP protocols and provides voice mail, conference, interactive voice
menu, call queuing and other functions.
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Purpose of the study
Initial server setup for making calls within the company and to other numbers using Asterisk server based
on Linux operating system and using FreePBX web control.

Study results

The FreePBX control panel is used to configure the PBX. FreePBX is a web interface designed to manage
the Asterisk VoIP telephony server and greatly facilitates system configuration due to the visual represen-
tation of data.

Much research is being done in the field of network administration. A. A. Pasyukov and R. I. Bazhenov
[1] described the organization of a firewall using the Traffic Inspector software. M. Platov [2] revealed the
essence of the Asterisk program on the Linux operating system. D. Nesterkin [3] described methods of trans-
ferring IP-telephony servers. A. V. Soloviev et al. [4] revealed the structure and problems of IP-telephony
based on Asterisk. A. Bembieva, D. Namiot [5] talked about the disadvantages of using automatic telephone
exchanges and methods of modernization. M. A. Sidorovich and A. I. Mikheev [6] described the construction
of a mini-ATS based on the Raspberry PI microcomputer.

First, one need to download the distribution kit from the official software website www.freepbx.org. The
starter version is fully functional and is quite enough for organizing communications in a medium or even
a large company. For additional features, one can purchase various packages that will allow them to more
accurately configure the PBX. When starting the distribution kit, the first step is to select the version of
the program. In our case, we selected Asterisk 13 and the full installation. It should be noted that for instal-
lation the computer must be connected to the Internet (fig. 1).

Next, you need to configure the network. If the company does not have a dedicated IP address, you should
leave everything by default and continue with the installation. If there is a dedicated IP address, then you
need to go through the manual configuration and register it yourself (fig. 2).

Next, you need to set the time zone (fig. 3). An incorrectly set time zone will negatively affect the opera-
tion of the web interface and PHP. The transition between the elements is carried out with the Tab buttons
and the selection of the element — with a space.

After setting the password, the software installation will start. The installer will check for compatibility,
check your internet connection and format your hard drive, and then begin the process of installing and
updating packages. Approximate installation time is 20-30 minutes, after which the server will reboot itself
and a window will appear for creating a password for the main user, which allows you to connect to the server
with full access (fig. 4).

: e
Welcome to FreePBX 10.13.66 — | Conf igure TCP/IP

FreePBX 10.13.66 with Asterisk 13 [=] Enable IPut support
Full Install (=) Dynamic IP configuration (DHCP)
Full Install - No RAID ( ) Manual configuration
Full Install - Advanced
HA Install Requires 256G or larger disk.

FreePBX 16.13.66 with Asterisk 11 e i
Full Install
Full Install — No RAID ( ) Automatic, DHCP only

Full Install — Advanced ( ) Manual configuration
HA Install — Requires 256G or larger disk

w
Press [Tab) to edit options

-
FreePBX . S —— Tab>/<Alt-Tab> betueen elements

i <Space> selects i <F12> next screen

Fig. 1. Version selection Fig. 2. Network configuration

—l Root Password }—

Pick a root password. You must type it
twice to ensure you know it and do not
make a typing mistake.

Password:
Password (confirm):

Fig. 3. Time zones Fig. 4. Creating a password for the main user
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Upon completion of the installation, the Linux console will be visible, where you will need to use the
«root» login and the password entered earlier during installation for authorization in the PBX (fig. 5).

To go to the control panel, enter the IP address of the server in the address bar of the browser, which was
specified after the complete installation of the system. After entering it will redirect to the FreePBX page

(fig. 6).

SHMZ release 6.5 (Final) K2 pemxsempn | oy o

Kernel 2.6.32-431.e16.1686 on an 1686 -
44 8
2 A B

FroePBX
Administration

Tocalhost login:

Fig. 5. Authorization in PBX

User Control Panel Operator Panel Get Support

To start configuring the server, go to the «Free-
PBX Administration» section and activate in the
highlighted window. In this window, you will need to enter your mail, phone number and server location. Af-
ter activation, go to the SIP settings, for this, first of all, in the «Allow Anonymous Inbound SIP Calls» line,
change the switch position to «No», this blocked calls from external numbers and, thus, secured the threat
network. In the line «Local Networks» you need to enter the trusted IP addresses of the network, which will
not be blocked by the server when connecting and leave all other settings unchanged (fig. 7).

After initializing SIP, go to the FreePBX
network card settings. To go to the settings, &

Fig. 6. FreePBX Control Panel

Applications  Connectivity  Dashboard  Reports  Settings  UCP

you need to go to the «System Admin» menu
and after selecting the «Network Settings»
tab in the «Network Interface» line, select
the network card, in the «Static IP» line,
manually enter the IP address of the server
to connect, in the « Netmask» line, enter the
network mask, in the «Gateway» line — the
default gateway; and in the «Start Auto-
matically» line, change the switch position
to «Yes» so that when the server starts, the
network card is automatically connected
(fig. 8).

Next, you will need to set up notifica-
tions so that you are always aware of server
failures, changes and current updates. To
do this, in the «System Admin» menu on
the «Notifications» tab. In the line «From
Address» — the e-mail address that the
PBX will indicate when forming the letter.
The line «Storage Notifications» — indi-
cates the mail to which notifications will be
sent. The line «Intrusion Detection Notifi-
cations IP» indicates the mail to which no-
tifications of hacking attempts will be sent
(fig. 9).

Next, you will need to add extensions to
make the call. To do this, go to the «Appli-
cations» menu, go to the «Extension» tab
and add a new user, designating him with
numbers that will be used when dialing the
number. Then go to the setting and in the
«Display Name» line specify the username
and in the «Secret» line specify the pass-
word for editing the user (fig. 10).

One of the most important options when
setting up Asterisk is connecting to an ISP
that allows employees to make and receive
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=NAT Settings
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=RTP Settings

RTP Port Ranges ©
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Network Settings
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Fig. 7. SIP configuration
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Fig. 8. Network configuration

System Admin
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From Address ©
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Intrusion Detection Notifications ©

Abnormal Call Notifications
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Fig. 9. Configuring notifications
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Extension: 6996

General Voicemail Find Me/Follow Me Advanced Tulu Other

= Edit Extension

Ts device uses CHAN_SIP tecnnology ntenng on 0.0.0.0:5061

Display Name ©

Outbound CID ©

= User Manager Settings

Link to a Default User ©

Username O

¥ Use Custom Username

Password For New User ©

Groups ©
AB Uery X
Submit
Fig. 10. Adding extensions
Add Trunk
General Dialed Number Manipulation Rules sip Settings
Outgoing Incoming

Trunk Name ©

trunkeest etyrty

PEER Details ©

host=rt.ru

type=peer
context=from-trunk
username=123_sipid
secrel=gam_napoas
fromuser=123 _sipid
fromdomain=sip.sun-tel.ru
qualify=yes
insecure=invite,port
faxdetect=no

Fig. 11. Connecting to the provider

Reute Type © Intra Company
Music On Mekd? ©

Time Group ©

Route Posiion O

Trunk Sequence for Matched Reutes ©

Optiensl Destination on Congestion O
Note: [xteasion Routes b not registered

Fig. 12. Configuring outbound routing
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Reset

calls. To do this, select the Add SIP (chan__

sip) option in the «Connectivity» menu

m on the «Trunks» tab. After adding a new

trunk, you need to come up with a name for

it, specify the maximum number of simul-

taneous calls in the «Maximum Channels»

line. Next, go to the «Sip Settings» tab and
duplicate the trunk name (fig. 11).

Enter the following commands in the

PEER detalis window:
host = rt.ru - provider's address
type = peer

context = from-trunk

username = 123 sipid - login issued by
the provider

secret = your _ password - a password,
issued by the provider

fromuser = 123 _sipid

fromdomain = rt.ru

qualify = yes

insecure = invite, port

faxdetect = no

account =rt

Delete

The latter need to configure outbound routing, for
this you need to go to the «Connectivity» menu and
on the «Outbound Routes» tab in the «Route Name»
line enter the name of the route, it is better to use
a phone number for convenience. In the line «Route
CID» we indicate the number that will be displayed
by the provider. In «Music On Hold» we specify the
melody of the incoming call and in «Optional Desti-
nation On Congestion» we select which trunks the
forwarding will go to if the dialed number is not
available (fig. 12).

After completing the server configuration, you
will need to reboot the server, after which you can
connect SIP phones using additional equipment. To
make a call, you need to dial the short number that
was entered when creating internal numbers. In the
course of the work, the initial configuration of the

Asterisk server was organized using the
FreePBX web management, which is de-
signed to save money on making phone calls
within the company, as well as to other cel-
lular and landline numbers.
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B. M. [Januneyenko, B. P. Mukonaiidyk, 0. M. Tkanerko, A. C. Ligkiscbkuii
MOYATKOBE HAJIALUTYBAHHS CEPBEPA ATC HA OCHOBI ASTERISK

Possutok iH(hopmaLiviHux TeXHOOriA Big6yBAETLCS [YXE aKTWBHO, 30KPEMA aKTVBHO PO3BMBAIOTHCS KOMITIOTEPHI Mepexi, sKi Bce
YyacrTilLe 3aCcTOCOBYIOThCS KOPUCTYBaYamMu [i15 TeneorHMX poamoB. OCTaHHIM 4acom criocTepiraeTbCs NifBULLEHWIA IHTEPEC [0 TEXHOMOT iV
IP-TenechoHii, iHwwwnm croBami ATC, BUKOPUCTEHHS SKOI JAE MOXIMBICTb 3HAYHO 3HU3UTY BAPTICTb TENEHOHHOTO 3B'S3KY BCEPEAVHI KOM-
naHii. ATC (aBTOMAaTU4HA TENeOHHA CTaHLis) — Lie CMCTEeMa NPUCTPOIB, Lo 3a6e3neYye aBTOMATUYHE 3'€HAHHS i MATPUMAHHS TenegmoH-
Horo 38'53Ky Mix aboHeHTamu iei ATC, i KopyCTYIOTbCS 719 LbOra CreyianbHUMM KiHLEBUMM NPUCTPOSIMY — TenegqoHHIMY anapatam.
BiptyaneHa ATC — noTyxHa TenehoHHa cucTema, ska BUKOPYCTOBYE MifIMKHEHHS [0 IHTEPHETY Ha BiMiHy Bif] CTAHAAPTHNX TENEGOHHNX
nocnyr. CrannaptHa IP-ATC 3acTocoByeThCS 45151 NepenaBaHHs [13BIiHKIB 3 IHTEPHETY Ha TeneoHHy KOMYTaLliiHY MEPEXy 3aranbHoro Ko-
pucTyBaHHs. BiptyanbHy ATC MoXHa po3rnsaatv sk GirblLl eKOHOMIYHY BEPCIt0, OCKINbKV HEe 3a7iSH0 XOAHe 0611a[HaHHS, BCe BiDTyarlbHe
Ta PO3MILLYETHCS y nocTadarnbHuka nociyri. CborogHi BigkpuTa KomyHikauivina nnarghopma Asterisk savimae mavixe 85% purky ATC 3
BigKpUTVM KO[oM. ABTOMAaTV4HA TeNegioHHa cTaHuis Asterisk nigtpumye sk npotokomv IP-TenechoHii, Tak i TpaguuiiHi niHii 38'a3ky. ig-
TPVMYIOTHCS BCi 6a30Bi Ta po3wwmpeni (oyHkyii ATC: romocoBe MeHio, 3an1c po3MoB, CTATUCTVKA BUKIVKIB, rofiocoBa MnoLUTa, nocTaHoBKa
[I3BiHKiB y 4epry i po3nogin no onepatopax. beanocepenHko nigTPUMYETHCS BiAE038'930K. B ocTanHix Bepcisx Asterisk migtpumyeTbcs
1mehpyBaHHs poamoB. Asterisk Mae npocTi i Jo6pe [oKYMEHTOBaHI iHTepehevicy Ans iHTerpaLlii 3 iHLLwmMy cucTemamu, Lo 1ae MOXSIMBICTb
ierko BOy/10BYBaTY KOMYHIKaLii B 6i3HEC-NpoLiecy i 6i3Hec-[oAaTkn. IcHye BEMMKA KinbKICTb BCINsSKMX rpaghidHux 3acobis aaMiHICTpYBaHHs
Asterisk sk nnatHux, TaK i 6e3nnaTHuX, cepen kX HanbinbLu nonynspHui GesnnatHmi WEB iHTepcbeiic FreePBX.

Kniouogi cnoea: cepsep; IP-anpeca; IP-tenedioHis; Asterisk; BeG-kepysaHHs FreePBX; ATC; npoTokon VolP.

B. H. [aunnbyenko, B. P. Mukonandyk, O. H. Tkanerko, A. C. [nakosckuii
HAYANDbHAS HACTPOIKA CEPBEPA ATC HA OCHOBE ASTERISK

Pa3aputvie nH(opMaumoHHbIX TEXHOOMV NPOXOAUT 04EHb 8KTVIBHO, B YaCTHOCTY aKTVBHO Pa3BUBAIOTCS KOMIbIOTEPHBIE CETY, KOTOPbIE
BCE yalle NpUMEHSIKOTCS N0/b30BATENSMA NS TENeghoHHbIX pasroBopoB. B nocrnenHee Bpems HAaGIOAAEeTCs MOBbILLEHHbIA UHTEPEC K
TexHonorvam IP-tenegpormm, To ectb ATC, UCronb30BaHNE KOTOPOW MO3BOSISET 3HAYNTENbHO CHU3UTL CTOMMOCTL TENEGHOHHOV CBA3M
BHyTpy KomnaHmn. ATC (aBTomaTnyeckas TeneghoHHas CTaHums] — 310 cUCTeMa YCTPOVCTB, KOTOpas 06ecreynBaeT aBTOMAaTN4YECKOe
coeavHeHve v MogaepXKy TeneoHHo cBS3n Mexay aboHeHTamu atov ATC, nonb3yiowvmmcs [s 3T0r0 CreumasbHbIMu KOHEYHbIMM
ycTpovicTBamy — TeneoHHbIMu annapatamu. BupTyaneHas ATC — MolyHas TenehoHHas cucTema, KoTopasi UCrosb3yeT nogkiqeHve
K VIHTEpHETY B 0T/M4Me OT CTaHAAPTHbIX TeneghorHbix yenyr. CtaHnapTHas IP-ATC nenonb3ayetcs fns nepeaayn 3B0HKOB U3 MHTEPHETA Ha
TENeghoHHY0 KOMMYTALIMOHHYI0 CEThb 06LLero nonb3oaxus. BuptyansHyl ATC MOXHO paccMaTpyBaTh Kak 60/1ee SKOHOMUYHYI0 BEPCHID,
110CKONbKY He 3a8[e/icTBOBAHO 060pYHO0BaHNE, BCE BUPTYASIbHOE M PA3MELLAETCS y NOCTaBLmKa yeryry. B HacTosiyee Bpems OTKpbiTas
KOMMYHVIK8LMOHHas nnatghopma Asterisk 3aHumaet noytn 85% peinka ATC ¢ 0TKpbITbIM KOOM. ABTOMATNYecKas TeneqoHHas CTaHums
Asterisk nognepxveaet kak npoTokonbl IP-TeneghoHmm, Tak 1 TpaaULIMOKHbIE SMHIA CBS3W. [lofnepXvBaiTcs Bce 6a30Bble W PACLUM-
peHHble yHkuymn ATC: ronocoBoe MeHio, 3anvck pa3roBopoB, CTATUCTVKA BbI30BOB, rofI0COBAs MOYTa, NOCTAHOBKA 3BOHKOB B 04Epenb
1 pacnpefenenvie no oneparopam. HenocpeacTBeHHO nonaepxuBaeTcs Buneacssab. B nocnegHux Bepcusx Asterisk nognepxwsaercs
LMEhpoBaHNe pa3roBopos. Asterisk 06nafaeT npocTwiMM 1 XOPOLUO AOKYMEHTUPOBAHHbIMA UHTEPEcCaMM ANIsi MHTErpaLmn ¢ Apyrimu
CHCTEMAMY, YTO MO3BOSISET NIErKO BCTPANBATL KOMMYHVKAUUM B BU3HEC-NPOLIECCHI Y BU3HEC-NpuoxXeHns. CyliecTByeT 60/bLLoe KOm-
YECTBO BCEBO3MOXHbIX rDAIUHECKUX CPEACTB aAMUHNCTPUPOBAHUS ASterisk Kak nnaTHbIX, Tak 1 6ECrNaTHbIX, CPean KOTopbIX HanGoree
nonynapHbin 6ecnnathbii WEB uHTepcpeiic FreePBX.

Kniouessie cnoea: cepsep; IP-agpec; IP-tenedonus; Asterisk; Be6-ynpasnenue FreePBX; ATC; npotokon VolP. ~
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