{ GA0BO HAYKOBUA }

=0

YIK 004.032.26

A. B. ISUMA, cTrynenr;

I. C. IIEPBUHA, kaHI. TeXH. HAYK, JOIIEHT;

A. M. HIITIMMEPMAH, cT. BUKJIafay;

C. B.ITPOKOIIOB, kaux. TexH. HAyK, JOIEHT,
Hep:kaBHUY YHiBEpCUTET TeJeKOMYHiKaIii, Kuis

Hayka, excnnyarayis, Bpo6HMLTBO

DOI: 10.31673/2412-9070.2020.064243

METOAHN WHDPYBAHHA TEKCTOBOI IN®OPMAL|I
3A JONOMOIOH bJIOKYENH-TEXHONIOITI

Npoananizoeano meTogn 6noKyeiiH-TeXHONOriA ANA WHEHPYBAHHA TEKCTOBOI iHhopMaLii AK cyyacHui iHCTpPYMEHT AnA 3a-
KHCTY TEKCTOBHX AaHHK KOPHCTYBaYie y mepexi. Y 4ac cTpimkoro po3eutky mepexi IHTepHeT Bce yactiwe noctac mUTaHHA
besneyHoro nepegaBaHHA TEKCTOBOI iHghopmayii mix Kopuctyeayamu. lepecunanna TexcToBoi iHghopmayii yepes mepemy
InTepHer — nowupena cHTyayia, a 3aKHCT TakuX AaHWX Bigirpac AyMe BaXUIMBY POAb Y (IYHKYIOHYBAHHI BENHKOI KinbKocTi
Komnanii. Huwi icHye HU3Ka BapianTie nepegaBaHHsa TeKCTOBOI iHghopmayii, AKi NOTPe6YIOTb HANEHOIO PiBHA 3aXHCTY B Npo-
yeci nepegasannn. Metogn nepepaBanna 1a WHhpyBaHHA 3aNeXaTb Bif 3araabHKK NOTPe6 BigNpaBHHKa Ta OTPHMYBaYA.

Kniovoei cnoea: widpysaHHs; 6r1oK4eiH; cMapT-KOHTPaKTU; MECEHIXep; KpunTorpadis.

Bemyn

ITocTraHOBKA MPOGIEMH TTOJIATAE Y BUSHAUEHHI Hali-
0inbIII e(DEKTUBHUX METO/IiB 3aXMCTY TeKCTOBOI iH(op-
Mailrii B Mepe:Ki, ajsxke HUHI 3aBIaKu Kpunrorpadii ta
OJIOKYEeMH cTa€ MOYKJINBUM CTBOPEHHSA TEXHOJIOTiH, 1110
IanyTh 3MOTY AilicHO 0e3IIeUHO IIepefaBaTu TEKCTOBY
indopmatio Misk KopucTyBauaMu B Meperki InTepraer
i3 BUKOPHCTAaHHAM OeIleHTPAJIi30BaHUX OHJIAH-Cep-
BiciB Ha 0asi TexHoJOTi1 6JI0KUElH, 1110 IPAIIOIOTh HA
OCHOBI CMapT-KOHTPAKTIiB Ta peali3oBaHi AK eAUHA Jie-
IeHTpalisoBaHa BipTyasbHa MaminHa. ToMy 3a OCHOBY
B3dATO MeToAu mMudpyBaHHa TeKCcTOoBOI iH(opMmarii sa
IIOIIOMOT'00 OJIOKYEHH-TeXHOJIOTiH.

Amnaniz ocraHHiX mocaimskeHsb i myoOaikamiii. [lana
TeMaTHKa Ay’Ke IPeIMEeTHO OIIMCYETHCA B IIPAIAX Ta-
KHX BUeHUX, AK P. PiBecr, A. lllamip ta JI. Anneman
(MaccauyceTchbKHUI TexHOJOTiuHUN imcTuTyT) [1], a
TAKOXK TaKMX HaykKoBIiB, sk M. Baxriapi, M. Ma-
apod [2], O. Bepb6inskuii [3], [I. Tenckorr, A. Ten-
cKortT [4].

Mema cmammi moyiArae B OOI'PYHTYBAHHI BasKJIM-
BOCTi 6e3II€UHOT0 ITepeJaBaHHA TeKCTOBOI iH(popMmarrii
MiXK KopucTyBauamMu B Mepe:ki [HTepHeT Ta BUKOpUC-
TaHHA CydacHUX MeToAiB mudpyBanHa iHdopmalil
Ha OCHOBI OJIOKUYENH-TeXHOJIOTI .

OcHo6Ha wacmuHa

3aBaAKu Kpunrorpadii Ta 6JJ0KUeliH CbOTOLHI cTae
JOCSKHUM CTBOPEHHS TEXHOJIOTiH, II10 JaayTh 3MOTY
nificHo 0esIleuHOo IlepeJaBaTH TEeKCTOBY iH(popMaIlriio
MixK KopucTyBauaMu B Mepeski InTeprer. Peanisysa-
THU I1e YMOKJIUBIIOIOTH METOAU UM PYBAHHA TEKCTO-
BOi im(opmarrii Ha 6a3i GrokueH-TexHOJOTiT. P03-
TJIAHEMO JOKJIAJHIIIIe, IO OXOIJIIOITh faHi MeTOqU.

HTugpysanna — 1e cuocid TpUXOByBaHHA [IOYAT-
KOBOT'O CEHCY IOBifoMJIeHHs abo iHIIIOTO TOKYMEH-
Ta, 110 3abe3Meuye CIOTBOPEHHS HOro MepBUHHOTO
BMmicTy. IlepeTBopeHHA 3BHUYAWHOTO, 3PO3YMiJIOTO
BMicTy B KoJ HasmBaeTbca kodysanunam. llpu mbo-

My HAeThbCA PO B3AEMHY OJHO3HAUHY BiAIOBiAHiCTH
Mi’K CUMBOJIAaMHY TEKCTY i KOy — y IIbOMY 1 IOJISITae
3acagHWYa BiAMiHHICTH KOAYBaHHA Bij mumdpyBaH-
HA. 3a3BUYall KOAYBaHHS i Mu(GpPyBaHHA IIOMUJIKOBO
TpUKAMAaIOTh 3a OfHe i Te came, 3a0yBaiOUM IIPO Te, 110
IJIsI BiZHOBJIEHHS 3aKOJOBAHOI'O IIOBifOMJIEHHSI IO-
CUTH 3HATU IPABUJIO 3aMiHU, TOA1 AK IJIA po3mudpy-
BaHHA BiKe 3aIII()POBAHOTO MOBIJOMJIEHHA KPiM 3HA-
HHA IpaBu MudpyBaHHA IOTPiOEH KJIIOY 10 mudpy.
Ilixg xarouem y JaHOMY pasi po3yMieMo KOHKPEeTHUM
CEeKPEeTHUH CTAaH ITapaMeTPiB aJropuUTMiB ITu(ppyBaH-
HA 1 femudpyBaHHA.

Cumempuune wugpy6anna — Ie MeTOJ KPUIITO-
rpadii, B AKOMY OAWH KJIOU BiAmoBizae 3a mudpy-
BaHHA i gemudpyBaHHda faanx. CTopoHH, 1110 6€pyThH
ydacTb, MAlOTh I1ell KJi04, mapojb abo KogoBy (pasy,
1 BOHU MOKYTb BUKOPUCTOBYBATH HOr0 IJid Jemrud-
pyBaHHSA a0o mudpyBaHHA OyIb-AKUX IIOBiTOMJIEHb.
3rifHo 3 MPOEKTOM 3aXUCTY BiIKPUTUX BeO-TOJATKIB
IedKi 3 HAWOIIBIN MOIIUPEHUX AJTOPUTMIB, IO 3a-
CTOCOTOBYIOTBCA MAJIA CHUMeTPHUYHOI Kpunrorpadii,
MicTaTh y cobi craumapt mudpysanaa gauux (DES),
AKHUN BUKOPUCTOBYE 56-6iTOB1 KiItoui.

DES-cumempuunuil anzopumm wu@pyearnus, B
SAKOMY OIMTH KJITOU BUKOPUCTOBYETHCA AK JJIA MU PY-
BaHHSA, TaK i A4 po3mnpyBaHHA JaHUX. AJITOPUTM
DES miupoKo 3acTOCOBYBaBCs y Ipolieci 30epiranus
i mepemaBaHHA JAHUX MiK PisHUMU 00UMCIIOBAIbHI-
MU CHCTEMaMU, y IOIITOBUX CHUCTEMAaX, B €JI€KTPOH-
HHUX CHCTeMaX KpPecJIeHb i IIiJ yac eJIeKTPOHHOro 00-
MiHy KoMeDpIIifiHoI0 iHhopMaltieto.

Craumapt DES peanizoByBaBcsa AK IIPOTPaMHO, TaK
i amaparuo. IliznpuemcTBamMu pisHuX Kpaiu O0yJo0 HAa-
JIaTOJ[)KEeHO MacOBHI BUIIYCK HUMPOBUX IPUCTPOIB,
10 BUKOPUCTOBYIOTh DES niig mudpysanHsa gaHuXx.
¥Yci npuctpoi npoxoauiau 060B’A3K0BY cepTudikaiito
o0 BignmoBigHocTi ctangapry. Aaropurm DES, axkuii
HaNOiIbII JeTaIbHO IOKA3ye cxeMy IIu(MPyBaHHSA, BU-
KOPHCTOBYBaHY B OJIOKUEIH, 300paskeHo HAa PUCYHKY.
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BuxijiHU# TEKCT
1
IlouaTkoBe IepecTaBJIeHHS

!

L Kirrou

16 pasiB 2

IIndpyBanus
|

Kinuese nepecraBiieHHA

|

BamndpoBaHuii TEKCT

Cxema cumerpuuHoro mudpyBanad 3a aaropurmom DES

IlincTaBiAHHA BigOyBAaeThbcs y BOCBME OJIOKaX
nigcraBiaenud. Ilig uac BuKonauus Ifiei omepairii 48
0iTiB JaHUX OiIATHCA Ha BiciM 6-0iTOBMX HimOJIOKiB,
KOXKHUU 3 AKUX 3a CBOEIO TAOJJIUIECIO0 3aMiHIOETHCS U0-
TupMa GiTamu.

Acumempuina kpunmozpagisn, TAaKOX Bijoma AK
Kpurrorpadid 3 BIIKpUTUM KJIIOUEM, BUKOPUCTOBYE
3araJIbHONOCTYIIHI Ta 3aKpUTiI KJioul aAnd mudpy-
BaHHA Ta AellndpyBaHHa gaHux. Kiapoui — 1e mpo-
CTO BeJIMKIi uucJia, 3’€IHAHI pasoM, aje He iTeHTUUHi
(acumerpuuni). OguH KJi0oY i3 mapu MoxKe OyTH Bi-
IOMUM yciM, BiH HasMBAETHCA BiIKPUTUM KJIIOUEM.
Hpyruii Kiaou i3 mapum 30epiraeTbca B ceKperi, BiH
Ha3WBAETHCA 3AKPUTUM KJIOUeM. Byab-IKUi i3 KJIto-
UiB MOK€e BUKOPHCTOBYBATHUCA IJA MUY PYBAHHSA TIO-
BiIOMJIEHHA, a AJA AeIu(@PyBaHHA 3aCTOCOBYETHCS
MPOTUJIEKHUIN KJIOU TOMY, AKUII OyJI0O BUKOPHCTA-
HO 1uda mudpyBaHHA nToBimomaeHHA. HaxifiHicTb
mupyBanua 0es3lnocepeIHbO 3aJIEKUTh BiJl po3Mipy
KJIIOYa, a IMOABOEHHSA MOBXKUHU KJIOUa 3a0e3meuye
eKCIIOHeHI[iaJIbHe 30iJbIIeHHa MIiITHOCTI, X0oua i 3Hu-
JKy€ TPOAYKTUBHICTH. 3 MPUMHOMKEHHAM OOYMCJIIO-
BaJbHOI IIOTYKHOCTI 3pocTae BUABJIEHHA e(eKTUB-
HIIIIUX aJrOpuUTMiB ()aKTOPUHTY, a OTKe, i 3JaTHICTD
301JIBITYBaTH PO3MIip KJa0Ua. Y pasi acuMeTpUUHOTO
mupyBanud OJs 3abe3neueHHsa KOH(MigeHITiTHOCTI,
mijicHOCTi, aBTEHTUYHOCTi i BiAMOBOCTiMKOCTiI KO-
pucryBaui i cucteMu MapTh OyTH BIEeBHEHi, IO Bix-
KPUTUH KJIOU € CIPAaBXKHIM i HaJIeKUTh 3asBJIEHil
oco0i abo cy6’eKTOBi, a TaKOK IO 1OT0 He OyJIO mmia-
pobeHo a60 3aMiHEHO 3JIOBMUCHUKAMU.

Anzopumm wugppyeanna RSA — xpunrorpa-
GiuHMA aJTOPUTM i3 BIAKPUTUM KJIIOUEM, II[0 I'PYH-
TYeThCSA Ha 00UMCIIOBANBHIN CKIaHOCTI 3agaui pax-

TOopM3allii BeIWKHUX Iiaux uuced. RSA e mepiium
aJTOpUTMOM MuU(GPyBaHHSA 3 BiAKpUTUM KJaroueM [1].
Hagzpa cucremu moxoauTs Bif IepIuX JiTep IPisBUIIL
ii aBTopiB — Ponansa Pisect, Axi IlTamip i JIeounaps
AnnemaH — TphOX BueHUX i3 MaccauyceTChbKOI'0O TeX-
HoJoriuHOro iHcTuTyTy. Ilicia BUBUEHHS OIIyOJIiKO-
BaHoi 1976 pory crarti Birdinga Hidhdi Ta Maprina
Xennmmana «HoBi HanpaMKu B Kpunrtorpadii», axa
3aKJjaJjia OCHOBU KpunTorpadii 3 BIiAKpUTUM KJIFO-
yeM, PiBecr, Illamip i Agmeman posmouanay HOMIYKU
MareMaTUUHOI QYHKINT, AKa gaga 6 3MoTy peasisysa-
TU MOJEJb CUCTeMHU, onucanoi B crarti. Ilicasa ompa-
moBaHHA 0inbmI K 40 MOKJINBUX BapiaHTiB BUEHUM
BIAJIOCA BiAIIIyKATH aJTOPUTM, IO TPYHTYETHCSI Ha
TOMY, HACKiJIbKY JIETKO JAicTaBaTH! BeJINKi IPOCTi umce-
Jia i HACKIJIbKY CKJIQJHO PO3KJIAJAaTH Ha MHOKHUKU
TBip JBOX BEJIMKUX MIPOCTUX uuces. [asa mudpyBaH-
HSI BUKOPHCTOBYETHCA IPOCTA OIEepallis ImigHeceHHs
no cremeHd 3a monxyiaeM N. Ilns posmudpyBaHHS
moTpibHo obuucauTu GyHKIiito Eitnepa Big uucaa N,
TOOTO 3HATH PO3KJIANAHHA uncaa N Ha IPOCTi MHOMK-
HuKH (y IIbOMY IIOJIATAa€E 3aBAaHHSA (haKkTOopuaalrii). ¥
Kpunrorpadiuniii cucremi RSA BigkpuTuii i sakpu-
TUH KJIIOUi CKJIAZaI0ThCA 3 mapu mijux uuces. Came
TOMYy OJIOKUeHH-MeTOnUu IU(MPYBaHHA SAKHaWKpale
BiAIOBiIaIOTH IIOCTaBJIEHOMY 3aBIAHHIO.

Bucnoskxu

HocaimxeHHsa mpobaeMu 0€3IeYHOTO TepeJaBaHHA
JaHUX MiK KOpUCTyBauaMu B Mepeski IHTepHeT moKa-
3aJ10, 110 3aBAAKU CyYaCHUM TE€XHOJIOTisIM OJIOKUYeH
Ta Kpunrorpadii yMoKINBIIOETbCA (QYHKIIIOHYBaH-
Hs mraTdopm, ki 3a0e3meuyioTh KOHQPiTeHITiHiCTD,
0esmeKy Ta IiJicHicTh y mporeci 0OMiHy JaHMMU MiK
KopucTyBauaMu B Mepe:Ki [HTepHeT, a 3aBAAKY THY Y-
KOCTi, YHiBepCaJIbHOCTI Ta MOCTYIIHOCTI MOXKe OyTu
peasrisoBaHO B 6arathox cepax JKUTTH.
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METO[ibl LUIN®POBAHA TEKCTOBON UH®OPMALUA C NOMOLLbIO BJIOKYEWH-TEXHOJIOTMN
[poanannavpoBaHbl MeTofb! 6110K4YEMH-TEXHOMOMMIA NS LINGPOBAHMS TEKCTOBOM MH(DOPMALWM KaK COBPEMEHHBI NHCTPYMEHT [ 3a-
LUNTbI TEKCTOBbIX [@HHbIX 101b30BATENEN B CETW. B0 Bpems CTPeMUTESNbHOr0 pasBuTvs CETV VIHTEPHET BCe Yalle BO3HMKAET BOMpPOC 6e3-
0nacHov nepenayqy TeKCTOBOW MHOpMaLWn MeXay nosib3osatensmu. [lepeckinika TeKCToBoM MHGopMmaumm Yepes ceTb VIHTepHeT — pac-
POCTPaHeHHas cuTyauns, a 3aLynTa TakuX [JaHHbIX UIPaeT 04eHb BaXHYIO POsib B (DYHKLMOHPOBAHNA GOMbLLIOMO KOIMYECTBE KOMMaHWA.
B HacTosuee Bpems cyLecTByeT psig BapUaHTOB nepeaayy TEKCTOBOW MHEOPMaLY, KOTOPbIE TPEBYIOT HaLIEXALLEro YpOBHS 3aLUMTbI B

npovecce nepegaqu. Metogbl nepenaym v WHpoBaHNs 38BUCST OT 06LLMX MOTPEGHOCTEN OTPaBUTENS 1 M0JTy4aTess.
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A. V. Dzyma, I. S. Shcherbyna, A. M. Shtimmerman, S. V. Prokopov
METHODS FOR ENCRYPTING TEXT INFORMATION USING BLOCKCHAIN TECHNOLOGIES

The article analyzes the methods of blockchain technologies for encrypting text information as a modern tool for protecting the text
data of users on the network. During the rapid development of the Internet, the question of the secure transfer of text information
between users is increasingly raised. Sending text information over the Internet is a common situation, and the protection of such data
plays a very important role in the functioning of a large number of companies. Currently, there are a number of options for the trans-
mission of text information, which require an appropriate level of protection during transmission. Transmission and encryption methods
depend on the general needs of the sender and receiver.

Thanks to cryptography and blockchain, it is now possible to create technologies that will allow you to truly securely transmit textual
information between users on the Internet. Methods of encrypting text information based on blockchain technologies make it possible
to implement this. You need to consider what these methods consist of Encryption is a way to hide the original meaning of a message
or other document that distorts its original content. Converting plain, clear content into code is called encoding. This implies that there
is a mutual unambiguous correspondence between the symbols of the text and the code — this is the fundamental difference between
encoding and encryption. Encryption and encryption are often mistaken for the same thing, forgetting that to recover an encrypted
message, it is enough to know the replacement rule, while to decrypt an already encrypted message in addition to knowing the rules of
encryption, you need a cipher key. The key in this case means a specific secret state of the parameters of encryption and decryption
algorithms.

Keywords: encryption; blockchain; smart contracts; messenger; cryptography. v
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INITIAL SETUP OF PBX SERVER BASED ON ASTERISK

The development of information technology is very dynamic, in particular, actively developing computer networks, which are
increasingly used for telephone conversations. Recently, there has heen increased interest in IP-telephony technologies, in oth-
er words PBX, the use of which can significantly reduce the cost of telephone communication within the company. PBX (Private
Branch exchange) is a system of devices that provides automatic connection and support of telephone communication between
suhbscribers of this PBX, who use special end devices — telephones. A virtual PBX is a powerful telephone system that uses an
Internet connection as opposed to standard telephone services. A standard PBX is used to transfer calls from the Internet to a
public telephone switching network. Virtual PBX can he considered as a more economical version, hecause no equipment is in-
volved, everything is virtual and hosted hy the service provider. Currently, the open communication platform Asterisk occupies
almost 85% of the open source PBX market. The Asterisk automatic telephone exchange supports hoth IP-telephony protocols
and traditional communication lines. All basic and advanced PBX functions are supported: voice menu, call recording, call sta-
tistics, voicemail, queuing and operator distribution. Video communication is directly supported. The latest versions of Asterisk
support call encryption. Asterisk has simple and well-documented interfaces for integration with other systems, making it easy
to emhed communications in business processes and husiness applications. There are a large numher of various graphical tools
for administering Asterisk, hoth paid and free, among which the most popular is the free WEB interface FreePBA.

Keywords: Server; IP-address; IP-telephony; Asterisk; FreePBX web-management; PBX; VoIP protocal.

Introduction

Today, the development of informative technologies is very active, in particular, computer networks are
actively developing, they are increasingly used by users for telephone conversations. Recently, there has
been an increased interest in IP-telephony technologies, in other words, automatic telephone exchange, the
use of which can significantly reduce the cost of telephone communication within the company. For this
reason, many companies began to switch to use PBX (private branch exchange) — the system of devices that
provides automatic connection and maintenance of telephone communication between the subscribers of
this PBX, using special terminal devices for this — telephone sets.

Research analysis
Asterisk, in conjunction with the required equipment, has absolutely all the capabilities of a tradition-
al PBX, supports a large number of VoIP protocols and provides voice mail, conference, interactive voice
menu, call queuing and other functions.
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