Mpo6nemu po3BUTKY Td BAOCKOHAONIEHHS

{CA0BO HAYROBIA }

€AUHOI HaLiOHANbHOI cuCcTeMM 3B’ A3Ky

Ye. Tykhonov, V. Zhebka, A. Bondarchuk
USE OF STATISTICAL AND ANALYTICAL METHODS FOR SOLVING PROBLEMS OF «BIG DATA»

The analysis of large data is increasingly becoming a popular practice, which is accepted by many organizations to generate valuable
information from large volumes of data. Many data represent opportunities, and some challenges for statisticians. After all, using the
data we deal with many problems, for example, expensive equipment, many non-structured data, which prevents us from quickly find-
ing valuable information, speed, as we work with billions of gigabytes. From the point of view of data processing in regression analysis,
the key operations are the calculation of the current total difference and the adjustment of parameter values. If the first operation is
parallelized in an obvious way, then the second is more complicated. In the most general case, when adjusting weights, a well-known
mathematical fact is used: the function of several parameters increases in the direction of the gradient and decreases in the direction
opposite to the gradient. In turn, the calculation of the gradient consists in the calculation of the partial derivatives of the function
for each of the parameters, which is reduced to discrete differentiation based on the calculation of weighted sums. As a result, the
adjustment of parameter values is also reduced to summation, which can be parallelized. The problem of Big Data clustering is that the
existing algorithms imply the possibility of directly referring to any information entity in the source data. In turn, the source data can
be distributed across different servers, and it is not guaranteed that each cluster is stored strictly on one server. If the distribution
of data across servers is made transparent to the clustering algorithm, he believes that the data is located in some distributed virtual
memory, then this will inevitably lead to copying large amounts from one server to another. This article will discuss statistical and

analytical methods to combat «bad» data.
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3ABE3NEYEHHA YISIICHOCTI IHOOPMALII
B MYJIbTUCEPBICHUX MEPEXAX 3B’13KY

Po3pobneno metog 3a6e3neqeHHs YinicHOCTi Ta JOCTYNHOCTI iHhopmayii Ha 6a3i TEXHOMOriH MepeXxHoro piBHA MybTH-
CepBicCHHK Mepex 38’43Ky. 3anponoHoBaHo NPaBHAO0 NPHAHATTA PilIEHHN WOA0 OLiHIOBAHHA YiNnicHOCTI iHthopmayii.
Kniovogi cnoga: imMoBipHiCTb MoaudikaLlii; [OCTYNHICTb iHchopMaLii; IMOBIpHICTb LinicHOCTI iHchopmaLlii.

Bemyn

OgauMm 3i mIaAxXiB 3abesmeueHHS KOMIIJIEKCHOI'O
3axucTy indopmaiiii 6e3 3HUKEHHA QOS € BUKOPUC-
TaHHA PECYpPCiB MYyJbTHCEPBiCHOI Mepe:Ki 3B A3KY
(MM3). KopucryBaueBi mpu IibOMY JOCTaTHHO BU3HA-
YUTHUCH i3 IIpodisieM 3aXUCTy — KiJbKiCHUMM OIliH-
KaM#u KOHQIiIeHI[ilfHOCTi, I[iJicHOCTI Ta AOCTYIHOCTI
ingopmairii. Cucrema KepyBaHHSA 3TiAHO 3 pe3yJIbTa-
TaMU MOHITOPUMHTY BibHUX pecypciB MMS3 peaiisye
He TiIbKY 3’ eqHAHHI, AKe MiaTpuMye QoS A JaHOTO
IoaTKa, a ¥ 3adABJIEHUI KOopUCTyBaueM Ipodijab BU-
Mor. BrijleHHA B JKUTTA 3a3HAYEHOTO HiAXOAY IIJIKOM
MOJKJIMBE 3a PaXYHOK ITPOTOKOJIIB MapIipyTuaarrii i
curHaJjisarii.

Ocno6éHa wacmuHa

3rnilficHeHHA TapaJieIbHOTO IepefaBaHHA Ta 06po6-
Ku indopmarrii B Touri npuiiomy € ogHUM 3 e(PEeKTHUB-
HUX METOHiB, If0 3a0e3IeuyioTh HaIilHicThL o0umce-
JIOBAJILHUX 1 TeJeKoMyHikamitiuux cuctem [1-3].
3acTocyeMo TaKW# Higxim aas 3abesmeueHHs IfiJric-
HOCTi iH(opMallii 3 miATpUMaHHAM TOKa3HUKIB Q0S
BUCOKOIIIBUAKICHUX [OOJATKIB Mepe:k 3B’ SABKY, IO
(YHKIIIOHYIOTH Y peaJbHOMY MacIITabi yacy.
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Hexait y mepexi misk Byssnom-msxepesom (BII) i
Byssom-oTpumyBauem (BO) mepemaeTbca moBimoMm-
JIeHHd, 110 ABJIAE co600 MOTiK 6iTiB M = {M,, M,} i3
BiAMOBifHUMY anpiopHuMu HmoBipHOCTAME P(M,)
i P(M,).

IToBimomienns nmepegaersed Big B o BO mo n na-
payieTbHUX 3’€THAHHSAX Uepes M TPAH3UTHUX BY3JiB
(TB) y xosxkHOMY 3’emgHanHi (puc. 1).

Puc. 1. Opranisania napajeabpHux 3’€JHaHb

Hexait Pjs,l[) — imoBipHicTE Mogmpikalii moBimom-
JIeHHA BHACJIJOK aTaKW NOPYIIHWKA Yy BiAIIOBiAHO-

My i-my 3’egHanui (i=1,n). ¥ nbomy pasi migicHicTs
iHopmMmarllii gocAraeThbcA 3a PaxXyHOK NPUAHATTS
pimenna y BO 3a n npufiHATUMYU CUMBOJaMu. ¥ pe-
3yJabTaTi 3HaueHHA M~ Ha BUXOZi BUPiITyBaJbHOTO
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npuctpoio (BII) BiznoBizaTume mepeganomMy 3HaUYeH-
Hio M, abo M.

YMoBHI IMOBipHOCTI IPUNHATTA PillleHHA Ha KO-
puctb M, abo M, BUSHAYAIOTLCA BiAIOBIAHO AK [4]

— P(Ml){. Tl (1_1’18))". 1 ng)}
P(Ml/(xi§i=1,n)): "xiPM(;'.i:ﬁ)l,xiMz ,
P(Mz){ m (1_p]\(2)),. n P}g)}

Lxj=Mg i3, =My

P(0, /[x51=1n))= —
P(xi;izl,n)
Bissmemo BigHoIleHHA X BuUpasiB. Ko pe-
3yJIbTAT BUSIBUTHCSA OiJIBINUM 34 OAUHUILIO, TO IIPU-
#MaeMo pillleHH:A Ha KOPUCTL M|, B IHIIIOMY BUIIAAKy
— Ha Kopuctb M,. Ilicna norapudpmysanHsa BigHO-
IIeHHS i BUKOHAHHS AeAKUX IIePeTBOPEHbD JiCTaHEeMO
BUpAs

mph@@ﬂ=ﬂm a0+ xra,

P{M2/(xl-;i=1,n)} i=1

OT:xe, CIPaBAKYETHCA TaKe IPABUJIO MPUHHATTA
pimenna [2]:

n * o
a0+2xi.ai{>0:>M* —Mp
P <0=M =M,.

dyukiionanbHy cxemy BII HaBemeHo Ha puc. 2.

(2

E——
X; % n
;P ZX.-a. . Z .| >0, mooi M* =M,
X, : - i T < 0, mooi M* =M,
R [
—
1 p(a,)
ay=In——=
P(M,)
Ik
Py

Puc. 2. ®yHKUioHAJbHA CX€Ma BUPINLYBAJbHOIO IPUCTPOIO

Hnsa ominoBaHHA HMOBipHOCTI misicHOCTI iH(MODP-
Marii B Mepeski BIpOBaAMMO Taki OOMesKeHHs:

e imoBipHOCTI MOmUDiKanii M = {M,, M,} mo Bcix
3’ e THAHHAX misk BIT i BO piBHi mixk coboio, TOOTO
Py, = P]@; i=1,n, i HezamexxHi (auB. puc. 1);

e KiTbKicTh n mapasenbuux 3’enHanb Misk BIl i BO
HeIlapHa, IpuIoMy n > 3.

Toni #imoBipHicTs mimicHOcTi imdopwmarii (guB.
puc. 2) BuU3HaYaeThCcsa Bupasom [2]:

(m-1)2 ' 192 ;
PuBH -1- ZCI(Ln+1+2L)/2'(1_PM)(n i)/ ‘PJS/;HHZL)/Z, (3)
i=0
e C’(Ln+1+2i)/2
+ 2i)/2.
Pesynbratu ominioBamHA IijgicHOCTi iH(popMAaIrii,
pospaxoBaHi 3a popmyioio (3), HaBeqeHO Ha puc. 3.
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Puc. 3. Pesyasratn TEOPETHIHOTO PO3PAXYHKY P gn= fP)
JJI piSHMX 3HAYE€Hb 1L

Hnsa yHUKHeHHA (piHaHCOBUX Ta OpraHizamiiiHUX
TPYLHOLIIB IIpu IiepeBipui ¢yHKIionyBanHa BII
(muB. puc. 2), 1m0 peanisye aaroputm (2), Ha girodiii
Mepeki 3B’ A3KY y pasi miaATBepaKeHHA TeOPeTUUHUX
pes3yJIbTaTiB OIliHIOBaHHA MMOBipHOCTI 1isicHOCTI iH-
dopmarrii Ha Buxozai BII gormisibHO cKopucTaTuca me-
TOJIOM CTaTUCTUYHOI'O MOJIeTIOBaHHA [4].

Buxinui gani anroputmMy MoaeI0BaHHSA TaKi:

e P(M,) i P(M,) — ampiopHi #MoBipHOCTi mosABH
M ={M,, M ,} nasuxoxi Bll sa ymosu P(M,)+ P(M,)=1;

® n — KigbKicTh 3’eHanb Misk Bl i BO;

o P, :PJS,}; i=1,n — imosipHOCTI MOmmpiraii
6irosoro moroky M = {M,, M,} ua Buxoxni BIl 3 n
3’egnanuaavu Mixk BT i BO;

* N, — kinbkicTs mepenanux snauens M = {M,, M}
misk Bll i BO (kinbkicTh He3asme:XHUX BUIPOOYBaHD
IPU CTATUCTUYHOMY MOJEJIIOBAHHI).

3aiticaroeMmo N 0 BUIIPOOYBaHb, KOJKHE 3 AKUX CKJIa-
aeThCA 3 II’ ATHU eTaIiB.

Ha nepwomy emani popmyerbca BunaaxkoBui 0i-
ToBuit motik M = {M, M ,} 3a IpaBUIOM:

M +1, axrmo z, < P(Ml);
—1, akmpo z, > P(Ml),
lie z, — BUIAJKOBE YUCJIO, AKe TeHepye JaTUYUK BU-
MaJKOBUX YMCeJI i3 pIBHOMipHUM 3aKOHOM PO3IIOIiTy
0<z,<1;k=1N,.
Ha dpyzomy emani momudiryroThca 3HaUEHHS
M = {M,, M,} y KO}XxHOMY 3 1 BCTAaHOBJIEHUX TIapa-
geabHUX 3’eqHaHb Mixk Bl i BO:

aKmo 2, < Py, To moxidiramia e, x;= M- (—1);
AKIIO 2, > P,,, To Mmoxidikarmii Hema, x; =M.

Ha mpemvomy emani pospaxoByloTbca Koedii-

P(M1) 1_P1$/11)

eHTH ay=In—""7%; a,=1n 0 i nmpuiimaeTnsca
L
Py

P(M,)

pimrennsa sa mpaBujiom (2).

Ha uemeepmomy emani nepeBipsaeTbcsa npaBuiIb-
HiCTb IPUAHATTA PillIeHHS 3a IPaBuoM (2) i BUKOHY-
€ThbCS HifpaxyHOK N+, TOOTO KiJIBKOCTi IPaBUJIBLHO
npuitaaTux saavesb M = {M,, M,} 3 N, nepenanux.

Ha n’amomy emani BusnauaeTbcs oniEKa AMOBip-
HOCTi IisicHOCTI iH(opMaIlii Ha BUXO0/i BUPIITyBaJIb-

HOT'O IIPHACTPOIO:
Pog =N+
uB No
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MeTox cTaTHCTHYHOTO MOJEJIIOBAaHHA € HaOJIUIKe-
HuM. I[ToxubKa pesyabTaTy O0UKUCJIEHHS Mae CTATUC-
TuuHy npupony. KinbKicHuUll B3aeM03B’ 130K MiK ab-
COJTIIOTHOIO NMOXMOKOIO i KilbKicTio BUIPOOyBaHb N,
BUBHAUYaEThCA AK [5]:

Aa:N60’5Gtﬁ’ 4)
ne A, — abcosoTHe 3HAYEHHs MOXMOKM (IIOJOBUHA
JIOBipUOTO iHTEpBaNy); G — cCepeqHbOKBaJpaTUUYHE
BigxuieHHs Bing PuBH; B — mocroBipuicTe oTpuMy-
BaHOI OI[IHKH; tB — rabauuHa QyHKIiA, oOepHEeHa 0
HOpMaabHOI Ipu aprymerTi (1 + B)~L.

Busnaunmo, CKiTbKM HEOOXiJHO IIPOBECTH BUIIPO-
OyBaHb, 100 3a0e3meuynTH 3aJaHy aOCOJITHY abo
BiJHOCHY MOXUOKY oO0uucaeHHs. 13 (4) nerko micrartu
IIyKaHe 3HAUEHHS:

Ny= t% GZA;2. 5)

PesyabraTtu oliHOBaHHS IiJicHOCTI imdopmarii
Ha Buxoni BII (quB. puc. 2) MeTOIOM CTATUCTUUHOTO
MOJeJI0BaHHA (IIPOTPaMHY peasisallifo BUKOHAHO B
cepemosuri MatLab) mogamo Ha puc. 4.
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Puc. 4. PesyasraTn imitaniitnoro mogeaoBanss po6oru BIT
P ogn= f(P,,) nns pisHUX 3HAYEHD N

PesynpraTy imiTamitHOro MOeIIOBaHHA IMiATBED-
MKYIOTH TEOPETUYHI po3paxXyHKHU 3a (popmy.toio (3).

PesepByBaHnHa KaHaiB 3B’ A3KY i AyOJIIOBaHHS ca-
Mol indopmarii € 6azoBuUMu MeTOHAMU 3a0€3TeUEHH A
moctynsocti iHQopmarnii TKM [1; 2]. e, axk npasu-
JI0, peaslizyeThCsd 3a PaXyYHOK OpraHisallii mapaJjeib-

€AUHOI HaLiOHANbHOI cuCcTeMM 3B’ A3Ky

Hux 3’eguanb Mizk Bl i BO (quB. puc. 1). Hexaii ¢, —
BapricTs i-ro 3’equanaa misk BI i BO. Tozai saranbaa
BapTicTh opraxisarii n mapajeabHuX 3’ €JHAHD Oy e

n
i=1

SxKmro BBasKaTu Ail MOPYIIHUKIB 100 BIJIMBY Ha
KOKHe 3’€IHaHHSA He3aJeKHUMHU IONisIMI, TO pe-
3yJBTYIOUY HMOBipHiCTH 3a0esleueHHS I[iJicHOCTI
iHopMmaIrii MoKHa BUBHAUUTHU K

n
Ppea :I_H(l_pi)'
i-1

s 3abesneuenHd mijgicHoCcTi iHGopMaIliii 3a paxy-
HOK OpTraHisallii mapajeibHUX He3aJIeKHUX 3’ € THAHD
misk BIl i BO meobxigHO BuOmMpaTu Ti 3’€THAHHA, B
In(1-p)

i

(6)

AKX Bi,I_IHOHIeHHﬁ MaKCHUMaJIbHE.

Bucnoexu
3acTocyBaHHSA MeTOoAy iH(MOPMAIifTHOTO pPe3epBy-
BaHH i pe3epBYBaHHSA eJ1eMeHTiB iHQPacCTPYKTYPHU J0-
3BOJIA€ 3a6€3MeYnTN NOCTYIHICTH i IiJicHicTh iHGOD-
Marlii B MyJIbTHCEPBiCHUX MepesKax 3B’ A3KY 3 QoS.
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0. B. MenbHuk, C. B. MNanagui, B. W. Kopcyr .
OBECMEYEHUE LIENIOCTHOCTA NHA®OPMALINIA HA CETEBOM YPOBHE MYJIbTUCEPBNCHDbIX CETEW CBA3N
Pa3spa6otaH meTo o6ecrieyeHus LenocTHOCTY 1 JOCTYHOCTY MHGOpMALV Ha 6a3€ TEXHOSIOrMIi CETEBO0 YPOBHS MYSTBTUCEPBUCHBIX
cetevt cBsi3u. [IpefyioxeHo npaBuio NPYHSTIS PELLIEHNS 110 OLEHKE LiESIOCTHOCTY UHGHOPMALIMN.
KnioueBble cnoea: BeposTHOCTb MOAUMKALMA; OCTYNHOCTb MHKHOPMALIW; BEPOSTHOCTb LIESTOCTHOCTM MHAOpMALMN.

Yu. V. Melnyk, S. V. Panadii, V. |. Korsun
ENSURING THE INTEGRITY OF INFORMATION AT THE NETWORK LEVEL OF MULTISERVICE COMMUNICATION NETWORKS
In the article the method of ensuring the integrity and availability of information on the basis of technologies of the network level of

multiservice communication networks is developed.

The use of the method of parallel transmission and processing of information at the point of reception is shown to ensure the in-
tegrity of the information, maintaining the QoS indicators of high-speed applications of communication networks operating in real time.
The decision rule is found on the output of the decoder when modifying the message as a result of the attacker’s attack in the ap-

propriate connection.

The functional scheme of the decoding device is presented. Limitations on the effectiveness of information have been introduced.
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The calculation formula and results of the evaluation of the integrity of the information are given. It is shown as the confirmation of
theoretical results of the estimation of the probability of the integrity of information on the output of the decoder to use the method
of statistical simulation. The output data of the simulation algorithm are given.

It is shown that the method of statistical simulation is approximate. For this method, the calculation error is determined.

The number of tests has been determined to provide a given absolute or relative error of calculation. The results of simulation mo-

deling, which confirm theoretical calculations, are presented.

The resulting probability of ensuring the integrity of the information is given, assuming that the influence of offenders on each con-

nection is an independent event.

The rule of decision for estimating the integrity of the information is proposed.
It is shown that the application of the method of information reservation and reservation of infrastructure elements allows to provide
the availability and integrity of information in multiservice networks of communication with QoS.

Keywords: probability of modification; availability of information; probability of integrity of information.
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TocynapcTBeHHBIM YHUBEPCUTET TeJIeKOMMYHUKaN i, Kues

HEKOTOPBIE ACNEKTbI BHEAPEHUA NGOSS
B JEATEJIbHOCTb ONEPATOPA TENEKOMMYHUKALUN

Wndhopmaynonnas komnoHenTa 6u3Hec-npoyecca obecneyHBaeT coTpyAHHKOB NPEANPHATHA Nio6oi Tpebyenoi nHghop-
mayuei B pexxume pPeanbHoro BpemMeHH. JileKTHBHOCTb (iYHKYHOHHPOBaHHA oneparopa TeNeKoMMYHHKayWi Hanpamyio
3aBHCHT OT TOro, Kakum 06pa3om oH MogennpoBan cBon busHec-npoyeccol. UHghopmaynoHHbIe cHCTEMbI NOZAEPIKKH 6H3-
Heca u conpAXeHHbIX ¢ HHV onepayuii ABAAIOTCA BECbMa aKTyaabHOi M BOCTPe60BaHHON TeMoii B paMKax ynpaBneHus fes-
TeNIbHOCTbI0 ONepaTopa W NpoBaigepa TenexoMmyHuKayni. B cratbe paccmoTpenbl BONpochl, Kacalowmnecs 3PheKTHBHOro
ynpaenexnsa AeaTensHocTbio oneparopa renekommynukaymii. lipegnowens: mogenn TNA (Texnonornyeckn HelTpanbHas ap-
xutextypa) u SOA (cepeuc-opueHTHpOBAaHHAA apXUTEKTYpa) KaKk MEXaHH3Mbi, 06ecneyHBaioWHe B3aHMOAEHCTBHE MEXAY
6u3Hec-npoyeccaMyu 1 HHHOPMAYHOHHOIK Moenbio AaHHbIX. PacKkpbiTbl 0CHOBHbIE NPEHMYLIECTBa BHEAPEHHA TEXHONOTHYE-
CKH HeliTpanbHOMH apKHTEeKTYpbl B CHCTEMY YNpaBieHns JeSTe/bHOCTbI0 oneparopa TeneKomMMyHHKaLyHi.

CyeHapnn TaKoro BHegPEeHHA W CBA3aHHbIE C HHMH KOHTPaKTbl ONPegensaioT B3aHMogecTBHEe NoJb30BaTens HHGiopma-
yuu, cogepmaweiica g SID, n cooreercteyowux npoyeccos eTOM. Bce yka3aHHble cyeHapui ONHCLIBAIOTCA COBOKYMHOCThIO
6a30BbIX INEMEHTOB H 3NIEMEHTOB, CIEyHIPHYECKHK ANA KaXKAOro H3 YeTbipex paKypcoB peann3aynyn JaHHOro cYeHapua:

6H3HecoBOro, CHCTEMHOro, pa3BepTbIBAHHA H BHEAPEHHA.

Npepcrasnen ananu3 ocobennocreii apxurextypsl NGOSS n ee ocHoBHbIX KomnoHeHToB. CiiopmynupoBansl 06uyne nog-
Xoabi K BHegpennio metogonoruy NGOSS B ynpasnenne feATeNbHOCTbI0 ONepaTopa TeAEKOMMYHHKaYHHA.

Knioueenie cnoea: acnextol peanusaui NGOSS; mogenv eTOM B gesttensHocTi onepatopa ceasu; cuctemsl 0SS; Tenekommy-
HUKALMOHHas CETb; CYCTEMA YNPaBMEHNS; OMEH; BU3HEC-MOfENb; MHKhOpMaLOHHas cucTemMa; apxutekTypa; TNA.

Bgedenue

B ocHoBy paboThl 3h(HeKTUBHOTO omepaTopa II0JIOo-
JKeH MHHOBAIIMOHHBIN MeXaHWM3M BeleHus Om3Heca,
OPHUEHTHPOBAHHBIN Ha COBEPIIIEHCTBOBaHME OM3HEC-
mporiecca, T. €. IIPesK/ie BCEeTo Ha ITOBLINIIeHNEe THOKOCTH
U CKOPOCTHU peaKIuu Ou3Heca Ha Te WJIN WHBIE BO3Iei-
cTBUA. Y KA3aHHBIN MeXaHU3M ITPU3BaH TaKsKe obecire-
YUTHh COKPAIlleHMEe OIIePAIlMOHHBIX 3aTpaT U yJyd4Ilie-
HIUe KadecTBa OOCIY:KMBAaHUA KJINEHTOB. DPyHIaMeHT
JeATeabHOCTH 3(MEKTUBHOIO OIlEPATOPA TEJIEKOMMY-
HUKAIUHA COCTABIAIOT TPU apXUTEKTYPHI (puc. 1).

Hugopmayuonnasa apxumexmypa IpesoCcTaBIIA-
eT COTPYAHUKAM IPEeIIIPUATIA TH(POPMAIIUIO B PEXKU-
Me peasibHOTO Bpemenu (on-line). @opmupyercs oxHa
IIpU IIOMOIIY aBTOMATU3MPOBAHHBIX CHUCTEM YyIIpaB-
JeHus 0aszaMu JAHHBIX 1 0a3aMM 3HAHUIMA, IIO3BOJIA-

Apxumexmypa
83aumodeiicmeus

Puc. 1. Ba3oBbie apXUTEKTypPbI
3¢ ¢exTHBHOrO ONIepaTopa

omux obecmeuynBaTh yAOOHBIN WHTEPAKTUBHBINA pe-
JKUM paboThI C 3TUMHU 0a3aMu, a TaKKe CBOEBPEeMEeHHO
¥ PeryJIapHO 00HOBJIATH XPAHUMYI0 HH(OPMAIITIO.
Apxumexmypa npoyeccoé peasusyeT cTpaTe-
TUU U TAKTUKHU OllepaTopa TeJIeKOMMYHUKAIUN AJIs
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