Hayka, exkcruryaraifisi, BHPOOHUIITBO JLCJIOBO HAYKOBI_[}IJL

UDC 004.052:004.412 DOI: 10.31673/2412-9070.2026.051356

A. SHANTYRY!, PhD, Associate Professor;

ORCID: 0000-0002-0466-3659

O. ZINCHENKO?, Doctor of Technical Sciences, Professor;

ORCID: 0000-0002-3973-7814

K. STORCHAK?, Doctor of Technical Science, Professor;

ORCID: 0000-0001-9295-4685

A. BONDARCHUK?3#, Doctor of Technical Science, Professor;

ORCID: 0000-0001-5124-5102

N. LASHCHEVSKA!, PhD, Associate Professor,

ORCID: 0000-0003-2148-115X

!National University of Life and Environmental Sciences of Ukraine, Kyiv
2State University of Information and Communication Technologies, Kyiv
3Borys Grinchenko Kyiv Metropolitan University

“National Technical University of Ukraine «lgor Sikorsky Kyiv Polytechnic Institute»

DETERMINATION OF ADMISSIBLE UNCERTAINTY LEVELS FOR QUALITY
ASSESSMENTS OF SOFTWARE SYSTEMS

In software quality monitoring, errors in measurement, as well as fluctuations in the execu-
tion environment, the software architecture, and the users’ behavior, all cause major problems
for quantitative assessment of software quality. To address the problems mentioned above, the
paper proposes an integrated approach comprising the Bayesian mean correction approach, ro-
bust probabilistic models, autoregressive models, and anomaly detection models. The composite
approach is adaptive and determines the so-called allowable uncertainty based on historical
data and the current system status. The paper presents an example application of the Bayesian
mean correction approach and an anomaly-filtering approach, tested on a real data set from an
operational enterprise resource planning (ERP) system. By applying approaches for anomaly
filtering and Bayesian correction, the relative uncertainty of the considered response-time met-
ric decreased from 84.1% to 4.1% and has remained stable since then, averaging 290-330 ms.
In addition, average user satisfaction has increased by 3.8 percentage points, to 87.7% from
83.9%.

Keywords: software systems, quality assessment, uncertainty, monitoring, optimization, mo-
deling, Bayesian correction.

Introduction

There arises an acute problem of determining the allowable level of uncertainty values at analysis
of software quality. Various approaches were proposed by the researchers, including statistical appro-
ach, fuzzy logic, Bayesian models and approaches concerning machine learning.

Confidence intervals, bootstrap methods, and variance estimation provide statistical uncertainty
measures [1] — [3], [5], [6], while Bayesian models incorporate prior knowledge [8]. Their integration
with robust modelling, temporal correction, and adaptive uncertainty thresholds remains the unresol-
ved issue addressed in this paper. Additionally, the bootstrap approach facilitates the estimation of
variances for performance metrics as input test parameters change [4].

The relevance of fuzzy logic is further highlighted in paper [7], especially in contexts where pre-
cise quantitative evaluation is challenging or unfeasible. Finally, paper [9] discusses ensemble ma-
chine learning methods, illustrating their capacity to reduce errors and enhance the reliability of qua-
lity evaluation results.

Moreover, there are several international standards such as ISO/IEC 25010 and IEEE 982.1 sug-
gesting unified metrics and control thresholds [10], which considerably influence determination of
the allowed uncertainty levels [10].
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In the paper [11], the analysis of integrated methods in the context of software development
highlights the necessity to integrate different approaches to account for uncertainty. In the paper [12],
new opportunities offered by integrated formal methods for the deep analysis of uncertainty in soft-
ware systems are analyzed.

In the paper [13], it is highlighted that the use of artificial neural networks for quality forecasting
prompts the problem of taking into account model errors.

The paper [14] confirms the ability of the Bayesian approach to achieve higher levels of accuracy
regarding uncertainty estimate because it takes into account not only the current information but also
prior information related to the system under consideration. In the paper [15], the principles of Baye-
sian network usage in estimating data quality are described, showing that the statistical approach
allows predicting the likely boundaries of uncertainty. The paper [16] contains the description of the
cross-validation technique used for evaluation of feature importance in view of their correlation. The
paper [17] suggests that integration of various approaches and tools in the process of software deve-
lopment may facilitate the further adaptation of such approaches for evaluating acceptable levels of
uncertainty.

In particular, the paper [18] confirms that ensemble methods, such as gradient boosting and ran-
dom forest, reduce uncertainty because they use multiple models in making assessment.

In particular, in the paper [19] the approach to forecasting uncertainty levels based on multilayer
models that involve quality metrics and historical data on the behavior of the software system is outli-
ned. Moreover, modern scientific research pays great attention to the definition of uncertainty in soft-
ware quality assessment [20].

Thus, based on the conducted literature review and the justification of the research relevance,
the object of the study is the process of assessing the quality of software systems under conditions of
uncertainty, considering the influence of dynamic system behaviour, measurement errors, and varia-
bility of performance indicators.

Therefore, the literature review reveals several unresolved issues in software quality assessment
under uncertainty: the absence of adaptive mechanisms for determining admissible uncertainty thres-
holds under dynamic conditions, the insufficient robustness of classical methods to small samples
and non-Gaussian distributions, and the lack of integrated approaches combining statistical, probabi-
listic, robust, and time-dependent modeling. These unresolved issues form the basis for the aim and
tasks of the present study.

The aim of this research is to determine and substantiate admissible levels of uncertainty in soft-
ware quality assessment under dynamic operating conditions, thereby improving the reliability and
validity of the assessment results. To achieve this aim, the following objectives were formulated:

1. To formalize the indicators and criteria for determining admissible uncertainty levels in soft-
ware quality assessment under dynamic operating conditions.

2. To substantiate the conceptual principles and structure of a hybrid method for determining
admissible uncertainty levels by integrating Bayesian correction, robust probabilistic modeling, auto-
regressive adjustment, and anomaly filtering.

3. To experimentally evaluate the Bayesian-adjustment and anomaly-filtering components of the
proposed method using real operational software-performance indicators and to analyze their influe-
nce on key quality characteristics.

4. To compare software quality indicators before and after applying the proposed method in
terms of relative uncertainty, response-time stability, and user satisfaction.

5. To formulate recommendations for applying and further improving the proposed method.

Materials and Methods
The selected methods are justified by their complementary ability to address key sources of
uncertainty: Bayesian techniques handle small sample bias, robust statistics mitigate outliers, and
autoregressive models capture temporal dependencies.
When assessing the quality of software systems, set of metrics Q = {1,092, ...,gn} Used, which are
estimated to be a certain level of uncertainty. The results of the estimates may contain errors or uncer-
tainties, so it is necessary to establish acceptable levels of this uncertainty in the way that the results
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are statistically significant and correspond to the real characteristics of the system. According to [6],
mathematically, the level of uncertainty can be expressed through the following parameters:
— expected value of quality metric:

J=]" af(a)da, (1)

where E[qi] — the mathematical expectation of the value of the quality metric, f(qi) — Probability
Density Function (PDF) of values q;;
— estimation uncertainty variance:

ot =€[(a-E[a))' |=]" (a-E[a]) f (a)da, @

where a; — variance of the estimate gi, which characterizes the level of its uncertainty.

Lets consider the limits of permissible levels of uncertainty. By defining the permissible level of
uncertainty through the relative error of the estimate the threshold levels can be determined:

U(qi): qi_ ' ©)

where U(qi) — relative uncertainty of the quality metric estimate. It is necessary that U(qi) did not
exceed a certain limit value Umax:

U(qi)SUmax' (4)
The confidence interval of the estimate:
e [E[qi]—kaqi,E[qi]+kO'qi:|, (5)

where k — coefficient that determines the level of confidence (for example, for a 95% confidence level
k ~1.96).
To be considered reliable boundary conditions for acceptable estimates must satisfy condition:

<7, (6)

Efq]
where 7—the maximum permissible uncertainty, determined from experimental or regulatory require-
ments. The permissible variance is defined as:

o, <7E[q]. (7)

Equations (3)—(7) constitute the formal system of indicators and admissibility criteria used to de-
termine whether a software quality estimate can be regarded as sufficiently reliable.

Consider the problem of choosing an uncertainty threshold value z. Tolerable level of uncertainty
7is chosen expertly, which can be subjective. If you choose too small z, then many estimates will be
rejected as incorrect. If a value is too large 7, then the system can make correct decisions [6]. For
adaptive definition, we can use the expression:

14 0o
N IE] (®)
i1 qi
Or apply optimization methods:
" =arg mmz 9., 7), ©

where L(q;,7) — loss function.
The classical average value is calculated according to:
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__i N
0= D0 (10)

where i — the value of the quality assessment for i-th measurement, N —number of available measure-
ments. The classical dispersion is calculated according to:

, 1 o _\2
00 =y 2ra(4=T)" (1)

where gi — the value of the quality assessment for i-th measurement, N — number of available measu-
rements.
Bayesian mean correction has the following problem: if N small, then medium @ has a large

variance. To resolve this instead of using the usual mean, we apply a priori bayes correction:
NG + A4
Hy=——,
N+A4

where po — apriori average based on historical data, 4 — weighted confidence coefficient to the prior
average (4 ~ 10 for the little ones N).

As a result, the variability of the average decreases at small N, avoiding displacement. Robust
probabilistic modeling has the following problem: if the distribution of scores has heavy tails, classi-
cal variance gives false results. Solution: using a generalized t-distribution with a robustness para-
meter v:

(12)

v+l

v+l
l—‘() _ 2\ 2
fla)=— 2 (6 | 13)
Nval (;) o, Y4
where vmanages outlier resistance (v — cogives a normal distribution, v= 1 gives the Cauchy distri-
bution).

According to [19], autocorrelation correction via ARMA: quality estimates can be time-depen-
dent, where the use of the ARMA(p, g) model will be provided for this:

p q
:Zgojqi—j-i_zek € tE» (14)
=) k=1

where ¢j — autocorrelation coefficients, 6 — ma component coefficients, i — white noise.
Next, we will solve the problem associated with the presence of outliers, which can significantly
change the mean and variance. The solution to this problem is using the entropy criterion:

Z P(g)logP(q;), (15)

where gi — the value of the quality assessment for i-th measurement, N — number of available measure-
ments, P(q;) is estimated by the nuclear smoothed distribution function.
If S(g) < Siimit, outliers are present, and they are cut off by the criterion:

¢[Q, - 2IQR, Q, +2IQR], (16)

where Q1 and Qs — first and third quartiles, IQR=Q3-Q:.
When automatically detecting and excluding anomalous values, the automatic adaptation of the
uncertainty threshold has the following problem — the value zis chosen arbitrarily. Solution:

T =arg m[inZN:(qi—,uq)z-I(‘qi—yq‘<r), (17)
i=1

where i — the value of the quality assessment for i-th measurement, N —number of available measure-
ments, I(-) — indicator function.
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The study was conducted using an ERP-system for business processes management (SAP ERP)
applied by medium-sized companies.

The ERP-system is actively employed by more than 200 users daily and operates in the distribu-
ted server architecture with cloud computing of information resources.

Quality indicators include the following parameters:

— average response time of API request (response time), ms, calculated with the help of JMeter
(Apache benchmark);

— Dbusiness process runtime, sec, evaluated with the help of APM tools (New Relic, DynaTrace);

— average CPU load of servers (%), determined by log files and Grafana metrics;

— level of customer satisfaction (%), calculated based on results of user surveys in the service
desk system;

— the number of fatal crashes during the observation period (crash count), calculated by analysis
of application logs with the help of the ELK stack (Kibana).

The initial set of data for practical research is provided in table 1.

Table 1
Initial data for practical research

Measurement | Response | Process execution | CPU load User Crash
time time (ms) time (s) (%) satisfaction (%o) count
10:00 320 2.5 45 88 0
10:10 330 2.7 47 87 1
10:20 290 2.4 43 89 0
10:30 305 2.6 44 86 0
10:40 315 2.8 48 85 2
10:50 1500 5.2 (anomaly) 90 (outlier) 50 (anomaly) 5

(outlier) (anomaly)

11:00 295 2.3 42 88 0
11:10 310 2.5 45 87 1
11:20 300 2.4 43 89 0
11:30 295 2.3 41 90 0

Results and Discussion

Formalization of indicators and criteria for admissible uncertainty levels

The expected value and variance provide the initial statistical characterization of each quality
metric. Relative uncertainty is then used to normalize the dispersion of the estimate with respect to
its expected value. This normalization makes it possible to apply a common assessment procedure to
indicators expressed in different units and measured on different numerical scales.

An estimate is classified as admissible when the relative-uncertainty condition defined by equa-
tion (4) and the boundary condition defined by equation (6) are simultaneously satisfied. Equation
(7) expresses the corresponding maximum permissible standard deviation for the considered quality
metric. The confidence interval defined by equation (5) additionally establishes the expected range
of metric variation at the selected confidence level.

Under stable operating conditions, a predefined value of Umax can be used as the admissibility
boundary. Under dynamic conditions, the threshold can be recalculated using the aggregated uncertai-
nty characteristics of the monitored metrics according to equation (8). When the consequences of
accepting or rejecting an estimate must be considered explicitly, the threshold can be selected by mi-
nimizing the loss function according to equation (9).

If at least one condition is violated, the estimate is classified as requiring correction.

The formalized criteria therefore constitute the input control mechanism of the hybrid method
presented in Section 3.2. Bayesian adjustment, robust probabilistic modelling, autoregressive correc-
tion, and anomaly filtering are applied when the initial estimate does not satisfy the established uncer-
tainty requirements.

Conceptual principles and structure of the hybrid uncertainty assessment method

The developed hybrid method combines complementary procedures for addressing the main sou-
rces of uncertainty in software quality assessment. The structure of the method is summarized in fig. 1.
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1. Initial assessment 2. Bayesian stabilization
Uncertainty and admissibility > Small samples
Equations (1)—(7) Equation (12)
v
4. Autoregressive correction 3. Robust modelling
Temporal dependence “ Non-Gaussian and heavy-tailed data
Equation (14) Equation (13)
v
5. Anomaly filtering 6. Threshold selection
Entropy and interquartile range > Final admissibility decision
Equations (15) and (16) Equations (8), (9), and (17)

Fig. 1. Structure of the hybrid uncertainty assessment method

The method receives observed quality-metric series, historical estimates, and initial admissibility
parameters as inputs. The final outputs are corrected metric estimates, identified anomalous observati-
ons, an adapted uncertainty threshold, and a decision on whether the resulting uncertainty level is
admissible.

The experimental evaluation presented in Section 3.3 focuses on the Bayesian-adjustment and
anomaly-filtering components of the proposed method.

Experimental evaluation of selected components of the proposed method

Application of the proposed method: Bayesian mean adjustment:

_ NRT+ A,

) 18
Hpr N+ A (18)

where N=9 is the number of measurements remaining after anomaly filtering, RT =306.7 ms is the
mean response time of the filtered sample, 10=310 ms is the historical mean, and A=5 is the weight
assigned to the historical estimate. According to equation (18), the Bayesian-adjusted response-time
estimate is xr7=307.9 ms.

Using linear quartile interpolation, Q1=296.25 ms, Q3=318.75 ms, and IQR=22.50 ms. Therefore,
the anomaly-filtering interval defined by equation (16) is:

[Q: — 2IQR, Q5 + 2IQR] = [251.25,363.75] ms.

The observation of 1500 ms falls outside this interval and was excluded from subsequent calcu-
lations.

The presented numerical example directly demonstrates the Bayesian-adjustment and IQR-based
anomaly-filtering components of the proposed framework. The robust-distribution, ARMA, and
entropy-based components were not independently evaluated using this limited dataset and require
additional validation with longer time series and larger samples.

Comparative evaluation of the proposed method

The comparative results before and after anomaly filtering and Bayesian adjustment are presen-
ted in table 2.

Table 2
Comparison of software quality indicators before and after data processing
Indicator Initial After anomaly filtering and Change
data Bayesian adjustment
Relative uncertainty of | 84.1% 4.1% —80.0 percentage points
response time
Response-time range 290— 290-330 ms Range width reduced
1500 ms from 1210 to 40 ms

Mean user satisfaction | 83.9% 87.7% +3.8 percentage points
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After the anomalous observation of 1500 ms was excluded, the response-time range decreased
to 290-330 ms. The relative uncertainty of the response-time estimate decreased from 84.1% to 4.1%,
while mean user satisfaction increased from 83.9% to 87.7%.

Discussion

Each quality metric requires initial admissibility limits before assessment, defined by the criteria
in equations (4), (6), and (7). The Bayesian prior should use stable-operation data; including an outlier
such as the 1500 ms response at 10:50 would inflate the historical mean. The distribution and temporal
dependence of each metric should also be examined before selecting the appropriate processing com-
ponents. Robust probabilistic modelling is suitable for non-Gaussian or heavy-tailed data, whereas
autoregressive correction should be applied when statistically meaningful temporal dependence is
detected.

Anomaly-detection rules and their parameters should be established in advance and applied con-
sistently. After each processing cycle, relative uncertainty should be recalculated and compared with
the admissibility criterion. Identified anomalies and the reasons for their exclusion should be docu-
mented, while the uncertainty threshold should be recalibrated when systematic changes in operating
conditions are observed.

The results should nevertheless be interpreted considering several limitations. The experimental
evaluation was performed using one ERP system, a limited number of observations, and a short moni-
toring interval. In addition, only the Bayesian-adjustment and IQR-based anomaly-filtering compo-
nents were evaluated directly. The robust probabilistic, ARMA, and entropy-based components re-
quire separate validation using larger datasets and longer time series.

Application of the method to software systems with other architectures, workloads, and quality
indicators therefore requires independent validation and adjustment of the prior parameters and admi-
ssibility thresholds. Validation on other ERP platforms and on larger datasets with longer observation
periods remains future work.

Conclusion

We formalised a unified set of quality indicators with admissibility criteria and combined
Bayesian stabilisation, robust probabilistic modelling, autoregressive correction, and anomaly filte-
ring with adaptive threshold selection into a sequential hybrid method. On operational ERP data,
IQR-based anomaly filtering followed by Bayesian adjustment produced a response-time estimate of
307.9 ms from the remaining nine observations.

Comparative evaluation demonstrated a substantial stabilisation of the assessed indicators after
anomaly filtering and Bayesian adjustment. Relative uncertainty of the response-time metric decrea-
sed from 84.1% to 4.1%, while the response-time range narrowed from 290-1500 ms to 290-330 ms.
The estimated mean user-satisfaction indicator increased from 83.9% to 87.7%, corresponding to 3.8
percentage points.
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A. C. Ulaumup, O. B. 3inuenxo, K. I1. Cmopuax, A. I1. bonoapuyx, H. O. Jlawescvka
BU3HAYEHHS JOITYCTUMMUX PIBHIB HEBUZHAYEHOCTI ITPHU
OLIHIOBAHHI AKOCTI TIPOT'PAMHUX CUCTEM

Y monimopuney sxocmi npoepamuozo 3abe3neuenus NOMUIKYU BUMIDIOBAHHS, A MAKOXIC eapiayii
8 cepedosuwli BUKOHAHHS, APXImMeKmypi npocpamHoco 3abe3neyeHts ma nogedinyi Kopucmyeayis
CMBOPIIOMb Cepuio3Hi npodemu O/ KLIbKICHOI OYIHKU AKOCMI NPocpamuozo 3abesnedents. Jns
BUPIUIEHHS GUWE3A3HAYEHUX NPOOIeM Y Cmammi NPONOHYEMbCS IHMESPOBaHUll NIOXI0, WO BKIIOUAE
batieciecokutl nioxio Kopexyii cepeonbo2o, pobacmui UMOGIPHICHI MOOE, aBmopezpecusti Mooeii
ma mooeni gusnsients anomaniu. Komnoszumnuil nioxio € adanmusHum i 8U3HAYAE MAK 36aHy OONYC-
MuMy HeB8U3IHAYEeHICMb HA OCHOB8I ICMOPUYHUX OAHUX Ma NOMOYHO20 CMAHy cucmemu. Y cmammi
npeocmasieHo NPUKIA0 3aCmMocy8anis OAUeCi8cbK020 nioxo0y Kopexyii cepedHboeo ma nioxooy @i-
Ibmpayii aHoMani, npomecmo8aHux Ha pealbHOMy HaOOpi OaHUxX 3 onepayiliHoi cucmemu niaHy8a-
HH3A pecypcis nionpuemcmea (ERP). 3asosaxu 3acmocysantio nioxo0is ois ginempayii anomanii ma
batiecigcokoi Kopexyii 8I0HOCHA HeBU3HAYEHICMb PO32NAHYMO20 NOKA3HUKA 4ac)y 8I02YK)Y 3MeHUIU-
aacs 3 84,1% 0o 4,1% i 3anuwanacs cmabinbHoro, 6 cepednvomy 290-330 mc. Kpim moeo, cepeons
3a00801eHicmb Kopucmysauig 3pocia Ha 3,8 npoyenmuux nynkmu 0o 87,7% 3 83,9%.

KuarouoBi cioBa: mporpamHi CHCTEMH, OIIHIOBAHHS SIKOCTi, HEBU3HAYEHICTh, MOHITOPHWHT,
OTITUMI3aIlisl, MOJIETTIOBaHHS, OaiieCiBChKa KOPEKITisl.

Haniiimna o penaxii: 09.09.2026

[Tpuiinsara mo npyky: 29.09.2026

Omny6nikoBano: 30.10.2026

© 2026 Shantyr A., Zinchenko O., Storchak K., Bondarchuk A., Lashevska N.

Lleit marepian ninen3oBano 3a ymoBamu CC BY 4.0.https://creativecommons.org/licenses/by/4.0/

ISSN 2412-9070 182 3B°S130K, Ne 5, 2026


https://doi.org/10.1051/e3sconf/202346004014
https://doi.org/10.1002/ansa.202200018
https://doi.org/10.17485/ijst/v17i23.1006
https://doi.org/10.1145/3502771.3502781
https://doi.org/10.9766/kimst.2021.24.4.408
https://doi.org/10.1007/s00184-025-01006-1
https://creativecommons.org/licenses/by/4.0/

