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COGNITIVE SDR-RAN ADAPTATION UNDER ACTIVE ADVERSARIAL INFLUENCE

Modern SDR-RAN systems require adaptive mechanisms to maintain communication re-
liability under intelligent adversarial interference. Conventional anti-jamming approaches fo-
cus on isolated parameter adaptation, ignoring the interaction between decoding dynamics, to-
pology reconstruction, and distributed control. In practice, adversarial influence becomes an
active process that reacts to network behavior, causing signal degradation, higher decoding
complexity, and unstable topology reconstruction.

This paper presents a cognitive SDR-RAN adaptation framework for active adversarial
environments. It integrates adaptive LDPC decoding control, interference-aware parameter
adaptation, topology reconstruction, and minimax optimization within a unified closed-loop
architecture. A nonlinear state-space model jointly describes communication parameters, deco-
ding convergence, and interference dynamics, enabling prediction of worst-case scenarios.

The adaptive control algorithm dynamically adjusts transmission parameters and iterative
decoding depth based on observed SINR and convergence conditions. A hysteresis-based topo-
logy reconstruction mechanism prevents unnecessary reconfigurations and stabilizes routing.
Minimax optimization ensures robust adaptation without explicit knowledge of the interference
strategy.

Simulation results show that the proposed framework significantly improves reliability and
reduces decoding overhead compared to conventional methods. Specifically, it reduces the ave-
rage number of decoding iterations by 25-30%, improves BER under low SINR, and stabilizes
SDR-RAN topology reconstruction under coordinated adversarial influence. These results con-
firm the effectiveness of joint cognitive control over decoding, parameter adaptation, and net-
work reconfiguration.

Keywords: SDR-RAN, cognitive adaptation, adversarial interference, LDPC decoding, anti-
jamming communication, topology reconstruction, minimax optimization, cognitive radio.

1. Introduction

The rapid development of software-defined radio (SDR) and O-RAN technologies has signify-
cantly transformed modern wireless communication systems. Contemporary SDR-RAN platforms
support programmable signal processing, adaptive spectrum allocation, and distributed network re-
construction, enabling flexible operation in heterogeneous communication environments. Such sys-
tems are increasingly applied in tactical communications, Industrial Internet-of-Things infrastructu-
res, and next-generation 5G/6G wireless networks.

At the same time, the openness and programmability of SDR-based infrastructures increase their
vulnerability to intelligent adversarial influence. In practical electromagnetic environments, interfere-
nce can no longer be considered a stationary stochastic process. Modern adversarial systems conti-
nuously monitor communication activity, estimate transmission parameters, and dynamically adapt
interference strategies according to network behavior. Consequently, communication quality depends
on both physical-layer conditions and interaction with adaptive interference sources.

Under such conditions, conventional anti-jamming approaches based on isolated parameter opti-
mization demonstrate limited effectiveness. Existing adaptive communication methods typically fo-
Ccus on separate communication components, including transmission power adaptation, spectrum allo-
cation, routing optimization, or iterative decoding control. However, practical SDR-RAN systems
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require coordinated adaptation of communication parameters, topology reconstruction, and decoding
dynamics within a unified cognitive control architecture.

An additional challenge arises from the interaction between communication reliability and com-
putational complexity. Under severe interference conditions, degradation of the signal-to-interfere-
nce-plus-noise ratio (SINR) increases the number of decoding iterations required for reliable LDPC
convergence, leading to higher latency, energy consumption, and instability of distributed communi-
cation processes.

Therefore, the development of cognitive SDR-RAN adaptation mechanisms capable of jointly
controlling communication parameters, decoding procedures, and topology reconstruction under
active adversarial influence constitutes an important scientific and practical problem.

The objective of this work is the development of a cognitive SDR-RAN adaptation architecture
operating under active adversarial influence. The proposed approach integrates adaptive LDPC deco-
ding control, interference-aware communication management, minimax-oriented adaptation, and
hysteresis-based topology reconstruction within a unified closed-loop cognitive architecture.

2. Problem Statement and Related Work

2.1. Statement of the problem

Ensuring resilient SDR-RAN communication under intelligent adversarial influence is a critical
unsolved problem. Unlike stochastic interference, modern adversarial sources actively monitor the
network and adapt jamming in real time. Consequently, the communication environment becomes an
active adversary coupled with the system’s own behavior.

SDR-RAN architectures are especially vulnerable. Programmable processing, open interfaces,
and distributed control create multiple attack points. Under strong jamming, instability simultaneou-
sly affects link quality, LDPC decoding complexity, topology reconstruction, and routing. Isolated
parameter adaptation therefore fails to guarantee stable operation.

2.2. Analysis of recent studies and publications

Cognitive radio adaptation foundations were laid in [1]-[4]. Iterative LDPC decoding enables
near-capacity error correction [5]-[9]. Anti-jamming, reinforcement learning, and distributed routing
under adversarial conditions were studied in [10]-[15].

However, critical gaps remain. Most existing methods perform adaptation only within single la-
yers. Joint control of transmission parameters, decoding dynamics, and SDR-RAN topology recons-
truction is absent. Moreover, the active nature of jamming and stabilization of topology reconstruction
under rapidly varying interference are largely ignored.

To close these gaps, this paper introduces a cognitive SDR-RAN adaptation architecture for
active adversarial environments. The proposed approach integrates adaptive LDPC decoding control,
interference-aware parameter adaptation, minimax anti-jamming, hysteresis-based topology recons-
truction, and closed-loop cognitive control.

3. System Model of Active Adversarial Environment

Modern SDR-RAN communication systems operating under intelligent adversarial influence
represent dynamic environments in which communication quality depends on the interaction between
transmission parameters, decoding dynamics, topology reconstruction, and adaptive interference be-
havior. Unlike conventional stochastic interference models, the adversarial environment continuously
adapts to observed communication activity and network state.

The considered communication architecture consists of distributed SDR-enabled nodes inter-
connected through adaptive wireless links supporting dynamic spectrum allocation, programmable
signal processing, iterative LDPC decoding, and topology reconstruction procedures. The global
SDR-RAN communication state is represented as:

x(k)=xcT(k),xdT(k),xtT(k)T, 1)

where x.(k) — communication parameter vector, x, (k)— iterative decoding state vector, x,(k) —
topology state vector.
The communication process evolves according to:

x(k + 1) = f(x (), ulk), wk)), 2)
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where u(k)— adaptive control vector, w(k)— adversarial influence vector.
The aggregate adversarial interference level is described by:

Ng 3
ROESWACTIC! ©

=
where J;(k)— interference activity of the i-th adversarial source, a;(k)— dynamic influence coeffi-
cient.
Communication quality is evaluated using:
SINR(k) = 2% (4)

Pp+Ig(k)’

where P, (k)— useful signal power, P,— noise power.

To support adaptive LDPC decoding control, convergence dynamics are represented by:

AL(k) =l L(k) = L(k—1) 1, (5)
where L(k)— average log-likelihood-ratio vector, AL(k)— convergence variation metric.

The network topology additionally evolves according to:

xe(k + 1) = P(x.(k), ulk), w(k)) ,
where ®(cdot)— topology reconstruction operator.

Under rapidly varying adversarial conditions, uncontrolled topology adaptation may produce
oscillatory reconstruction behavior and increased signaling overhead. Therefore, topology reconst-
ruction must be coordinated with communication adaptation and decoding control within a unified
cognitive control process.
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Fig. 1. Architecture of cognitive SDR-RAN communication system under active adversarial influence

Fig. 1 illustrates the interaction between the communication subsystem, adaptive LDPC decoder,
topology reconstruction controller, and adversarial environment observation module within the pro-
posed cognitive SDR-RAN adaptation architecture.
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4. Cognitive Adaptive SDR-RAN Control Method

4.1. General Cognitive Adaptation Principle

The proposed cognitive SDR-RAN adaptation architecture is based on closed-loop communica-
tion control under active adversarial influence. Unlike conventional adaptive communication met-
hods relying on isolated parameter optimization, the proposed approach jointly coordinates transmi-
ssion adaptation, iterative LDPC decoding control, topology reconstruction, and interference-aware
communication management.

The communication subsystem continuously observes the electromagnetic environment, estima-
tes adversarial activity, evaluates decoding convergence conditions, and dynamically reconstructs
SDR-RAN parameters according to the current operational state.

The cognitive adaptation process is represented as:

u(k) = m(x(k),o(k)), (6)
where u(k)— adaptive control action, x(k)— global communication state vector, o(k)— observa-
tion vector.

The observation vector includes communication-quality indicators, decoding metrics, topology

information, and adversarial activity estimates:
o(k) = [SINR(k), BER(k),AL(k), C,(K)]", (7)

where AL(k)— decoding convergence variation, C;(k)— topology connectivity indicator.

The cognitive controller dynamically modifies SDR-RAN parameters according to current
adversarial conditions.

4.2. Adaptive LDPC Decoding Control

One of the central components of the proposed architecture is adaptive control of iterative LDPC
decoding complexity. Unlike fixed-iteration decoding schemes, the proposed approach dynamically
modifies the number of decoding iterations according to observed communication quality and conver-
gence behavior.

The adaptive iteration number is determined as:

Nit (k) = g(SINR(k), AL(k)) , (8)

where N;;(k)— adaptive decoding iteration number, g(cdot)— decoding adaptation function.
Under favorable communication conditions, the decoder reduces iteration depth, decreasing late-
ncy and energy consumption. Under severe adversarial influence, the number of iterations increases

to preserve communication reliability.
The adaptive decoding rule satisfies:

Nmin < Nit(k) < Nmax ’ (9)

where N,,;,— minimum admissible iteration number, N,,,,— maximum admissible iteration
number.

4.3. Minimax-Oriented Communication Adaptation

Because the adversarial environment continuously adapts to communication activity, the propo-
sed architecture employs minimax-oriented cognitive adaptation. The communication subsystem se-
lects the control strategy minimizing the worst-case influence of adversarial interference.

The optimal adaptive policy is represented as:

u” (k) = arg min ) max ) J (x(k), u(k), w(k)) , (10)
where u*(k)— optimal adaptive control action, w(k)— adversarial influence vector, J(cdot)— glo-
bal communication cost functional.

The cost functional jointly evaluates BER, decoding complexity, communication delay, energy
consumption, and reconstruction overhead:

The minimax-oriented adaptation mechanism enables robust communication control under dyna-
mically varying adversarial influence.
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4.4. Hysteresis-Based SDR-RAN Reconstruction

Rapidly varying interference conditions may produce unstable topology reconstruction characte-
rized by excessive switching between network configurations. Such oscillatory adaptation increases
signaling overhead and destabilizes routing processes.

To suppress unstable reconstruction dynamics, topology reconstruction is activated only if
communication degradation exceeds a predefined threshold:

AJ() > v (12)

where AJ (k)— degradation of the global communication functional, y,— hysteresis threshold.

If the degradation remains below the hysteresis boundary, the current SDR-RAN topology is
preserved and only local communication parameters are modified.

The topology reconstruction process is represented as:

xe(k +1) = R(xe(k), u(k)) , (13)

where R(cdot)— SDR-RAN reconstruction operator.

The reconstruction subsystem performs relay reassignment, routing adaptation, spectrum redis-
tribution, and communication link stabilization.

4.5. Cognitive Closed-Loop Adaptation Process

The proposed cognitive adaptation architecture operates iteratively over discrete observation
intervals. At each adaptation step, the communication subsystem estimates adversarial interference,
evaluates communication quality, analyzes LDPC convergence behavior, determines the optimal
adaptive action, and reconstructs SDR-RAN topology if necessary.
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Fig. 2. Closed-loop cognitive SDR-RAN adaptation process

Fig. 2 illustrates the interaction between the environment observation subsystem, adaptive LDPC
decoder, minimax-oriented controller, and SDR-RAN reconstruction module. The proposed architec-
ture enables coordinated adaptation of communication parameters, topology dynamics, and decoding
procedures while preserving stable SDR-RAN operation under dynamically varying adversarial

influence.
5. Simulation Results and Discussion

The effectiveness of the proposed cognitive SDR-RAN adaptation framework was evaluated
using a simulation model of a distributed wireless communication system operating under active
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adversarial influence. The simulation environment included adaptive SDR-based communication
links, iterative LDPC decoding procedures, dynamic topology reconstruction, and coordinated inter-
ference generation.

The communication subsystem employed LDPC-coded transmission with adaptive decoding
control and programmable SDR-RAN parameter management. The adversarial environment genera-
ted dynamically varying interference with adaptive spectral occupancy and transmission activity.
Both static and adaptive jamming scenarios were considered during performance evaluation. The
principal simulation parameters are summarized in table 1.

Table 1
Simulation parameters
Parameter Value
Carrier frequency 3.5 GHz
Channel bandwidth 20 MHz
LDPC code rate 1/2
LDPC block length 1944 bits
Maximum decoding iterations 15
Channel model AWGN + Rayleigh fading
Interference model Adaptive adversarial interference
SDR adaptation mode Dynamic
Reconstruction control Hysteresis-based
Simulation duration 500s
Communication reliability was evaluated using the bit-error-rate metric:
BER = 12, (14)

where, N,— number of erroneously decoded bits, N,— total number of transmitted bits.
The decoding complexity was evaluated using the average number of iterative decoding
operations:

N
v, — & N0 15
e =5 Doy M 1)

where Nl.(ti)— decoding iteration number for the i-th packet, N,,— total number of transmitted packets.

The simulation results demonstrated that the proposed cognitive SDR-RAN adaptation architect-
ture improves communication reliability under dynamically varying adversarial conditions. Compa-
red with conventional adaptive communication approaches, the proposed algorithm achieved lower
BER values across the investigated SINR range due to coordinated SDR adaptation, decoding control,
and topology reconstruction.

Under severe adversarial influence, the minimax-oriented adaptation mechanism preserved sta-
ble communication operation by dynamically increasing decoding depth and reconstructing SDR-
RAN topology according to current interference conditions. Simultaneously, the adaptive LDPC con-
trol mechanism reduced unnecessary decoding iterations under favorable channel conditions, decree-
sing average decoding complexity by approximately 25-30% compared with fixed-iteration decoding
strategies.

An additional advantage of the proposed architecture consists in stabilization of topology
reconstruction dynamics. The hysteresis-based reconstruction criterion reduced oscillatory SDR-
RAN switching behavior under rapidly varying interference conditions, improving routing stability
and reducing signaling overhead.
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Fig. 3. BER and decoding-complexity comparison for conventional and cognitive SDR-RAN adaptation methods

a) BER performance versus SINR for conventional and cognitive SDR-RAN adaptation methods

b) Average decoding complexity versus SINR for conventional and cognitive SDR-RAN adapta-
tion methods

The results shown in fig. 3 demonstrate that the proposed cognitive approach simultaneously
improves communication reliability and reduces computational complexity within a unified closed-
loop SDR-RAN adaptation process.

Table 2. Comparative performance evaluation of adaptive communication approaches.

Table 2
Comparative performance evaluation
Performance metric Conventional adaptive Proposed cognitive SDR-RAN
control adaptation
BER under low SINR Medium Low
Decoding complexity High Reduced
Topology stability Medium High
Reconstruction overhead  High Reduced
Anti-jamming robustness  Medium High
Communication Medium High

survivability

The obtained results confirm that isolated communication adaptation is insufficient for stable
operation under active adversarial influence. Effective communication management in SDR-RAN
systems requires coordinated cognitive adaptation integrating decoding control, topology reconstruc-
tion, and interference-aware communication optimization.

The proposed framework demonstrates that joint adaptive control of communication parameters
and reconstruction dynamics substantially improves communication survivability while limiting
computational and signaling overhead under dynamically varying adversarial conditions.

6. Conclusions and prospects for further research
The paper proposed a cognitive SDR-RAN adaptation framework operating under active adver-
sarial influence. The developed approach integrates adaptive LDPC decoding control, minimax-
oriented communication adaptation, and hysteresis-based topology reconstruction within a unified
cognitive architecture.
The proposed method improves communication reliability, reduces decoding complexity, and
stabilizes SDR-RAN reconstruction under dynamically varying interference conditions. Simulation
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results confirmed improved BER performance and increased communication survivability compared
with conventional adaptive communication methods.

Future research will focus on predictive cognitive adaptation and Al-driven SDR-RAN commu-
nication control under intelligent adversarial influence.
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C. Jlisenyes
KOT'HITUBHA AJJAIITAIIS SDR-RAN B YMOBAX AKTUBHOTI'O BOPOXOI'O
BILJIUBY

CyuacHni cucmemu SDR-RAN nompebyroms adanmuHux mexanizmis 0jisi 3a0e3nevents HaoiliHo-
cmi 36'13K) 8 yMOBAX IHMENEKMYANbHO20 80POAHCO20 8NAUBY. Tpaouyiini Mmemoou npomuodii 3aeadam
30CepedICcyomvbCsl Ha i301608aHill adanmayii napamempis, i2HOPYIOYU 83AEMO38 30K MIdC OUHAMI-
KO0 0eK00Y8aHHs1, peKOHpIicypayiero monono2ii ma po3nooiienum kepysaunnim. Ha npaxmuyi eopo-
JHCUTL BNIIUG CINAE AKMUBHUM NPOYECOM, AKUU peazye Ha NOBEOTHKY MePediCi, CNPULUHAIOYU nocipule-
HHSL CUCHATLY, 30LTbUEHHS CKIAOHOCTE 0eKOOYB8AHHS Md HeCMAabiIbHICMb MONON0RI.

Y pobomi npeocmasneno koenimueny apximexmypy aoanmayii SDR-RAN 0 akmusno2o 60po-
Jrc020 cepedosuwa. Bouna inmeepye aoanmuene kepyeanns LDPC-0exooysanunsam, SDR-adanmayiro
3 YPAxy8aHHsIM 3a6a0, peKoHpicypayiio monoaozii ma MiHiMAKCHy ORMUMizayito 8 €OUHIL 3aMKHEHIl
cucmemi. Heninitina mooenb npocmopy cmamieé CniibHO ONUCYE napamempu 38's3Ky, 30ixicHicms Oe-
KOOYBAHHA Ma OUHAMIKY 3A6A0, W0 0A€ 3M02Y NPOSHO3YE8AMU HAUIPWI CYeHapii.

Aneopumm adanmuerno2o KepysauHs OUHAMIYHO 3MIHIOE napamempu nepedasanHs ma ciubuHy
imepayilino2o 0exodysants Ha ocHosi nomounoz2o SINR i ymog 36ixcnocmi. Iicmepesucnuii mexa-
HI3M peKoHgicypayii mononoecii 3anobieac HenompioHum nepedyoosam mepedxici ma cmabinizye
mapwpymusayiro. Minivakcna onmumizayis 3abe3neyye cmiiky adanmayiio 6e3 s68H020 3HAHHSI
cmpamezii 3a6a0.

Pezynomamu mooentosanns nokazanu, wo 3anponoHO8aHa apXimekmypa CYMmmeso niosuuye
HAOIUHICMb 38'A3K) MaA 3HUINCYE 0OYUCTIOBATIbHE HABAHMANCEHHS NOPIGHAHO 3 MPAOUYIUHUMU MEemOo-
oamu. 30Kpema, 60HA 3MEHULYE cepedHIo KLIbKicmb imepayii 0exodyeanus na 25—-30%, nokpaugye
BER 3a nuzvxoco SINR ma cmabinizye pexongicypayito mononozii SDR-RAN 6 ymosax koopourosa-
H020 80p0Cc020 enausy. Lle niomeepoxcye eghekmusHicms CRiIbHO20 KOCHIMUBHO20 KePYB8AHHS 0eKO-
O0YBAHHAM, A0ANMAYIEI napamempis ma peKoHpicypayiero mepexnci.

Karouosi ciaoBa: SDR-RAN, xorHiTuBHa anmanraiisi, Bopoxuii BmuB, LDPC-nekonyBanHs,
MPOTHIISI 3aBajiaM, PEKOH(Irypallisl TOMOJIOTii, MiHIMaKCHA ONITHUMI3aIlisl, KOTHITUBHE PaIio.
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